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Systems , methods , and software are disclosed for managing 
workflow transactions including protected personal data 
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decrypting , by the encryption logging service application , 
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system log database by a second network group for data 
contained in the unencrypted header ; and transmitting , by 
the encryption logging service application , the decrypted 
PPD payload to the second network group . 
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SYSTEMS AND METHODS FOR MANAGING PPD in a regulated computing environment . The method 
WORKFLOW TRANSACTIONS INCLUDING includes registering a first network group for a first appli 

PROTECTED PERSONAL DATA IN cation . The first network group includes users authorized to 
REGULATED COMPUTING view PPD . The method includes determining , by the first 

ENVIRONMENTS 5 application , that a workflow transaction record of the first 
network group includes PPD . The method includes trans 

BACKGROUND mitting , by the first application , a packet to a second 
application . The packet includes : a data identification 
record , a header , and a PPD payload including PPD asso Privacy laws and regulations in the United States and ciated with the workflow transaction record . The second abroad require organizations to ensure that access to per application is uniquely subscribed to by the first application . sonal data be limited to those needing to act out the The method includes encrypting , by the second application , processing of the data . In addition , the European Union the PPD payload and the data identification record . The General Data Protection Regulation ( EU GDPR ) mandates encrypting step includes stateless key management . The 

that organizations must track and report on their compliance method includes transmitting , by the second application and 
with personal data protections . to a system log database : an encrypted PPD payload , an 
One particular area where legal requirements such as encrypted data identification record , and the unencrypted 

these create challenges is with the logging of machine data header . The method includes querying , by a second network 
( data that is created by the activity of computers ) . Machine group including users not authorized to view the PPD , the 
data from servers and applications are logged to allow for system log database for data contained in the unencrypted 
analysis and support operations . In many instances , this data 20 header . The method includes decrypting , by a third appli 
is needed by support personnel to resolve system issues as cation , the encrypted PPD payload in response to the query 
well as issues with individual transactions . Having access to by the second network group . The third application is 
the data that was flowing through a system at the time of an uniquely subscribed to by the second network group . The 
error or failure is critical to the support process . decrypting step includes assigning a security definition to a 
Protected personal data ( PPD ) includes personally iden- 25 decrypted PPD payload for subsequent viewing thereof by 

tifying information ( PII ) and protected health information the second network group . The method includes transmit 
( PHI ) , among other types of information . When an applica ting , by the third application , the decrypted PPD payload to 

the second network group . tion is processing PPD , that personal data may be included In yet another exemplary embodiment , the invention in published logs , which could be a violation of personal provides a 
data protection laws and / or regulations . Alternatively , the 30 including processor - executable instructions stored as soft non - transitory computer - readable medium 
personal data may be redacted in the published logs , which ware therein to manage workflow transactions including would impede support activities . PPD in a regulated computing environment . When executed 

by one or more processors , the processor - executable instruc 
SUMMARY tions cause the processor ( s ) to determine , by a first appli 

35 cation of the processor - executable instructions , that a work 
In an exemplary embodiment , the invention provides a flow transaction record of a first network group includes 

method for managing workflow transactions including pro- PPD . The first network group includes users authorized to 
tected personal data ( PPD ) in a regulated computing envi- view PPD . When executed by the processor ( s ) , the proces 
ronment . The method includes determining , by a first appli- sor - executable instructions cause the processor ( s ) to trans 
cation , that a workflow transaction record of a first network 40 mit , by the first application and in response to determining 
group includes PPD . The first network group includes users that the workflow transaction record includes PPD , a packet 
authorized to view PPD . The method includes transmitting , to a second application of the processor - executable instruc 
by the first application , a packet to an encryption logging tions . The packet includes : a data identification record , a 
service application in response to determining that the header , and a PPD payload including PPD associated with 
workflow transaction record includes PPD . The packet 45 the workflow transaction record . When executed by the 
includes : a data identification record , a header , and a PPD processor ( s ) , the processor - executable instructions cause the 
payload including PPD associated with the workflow trans processor ( s ) to encrypt , by the second application , the PPD 
action record . The encryption logging service application is payload and the data identification record . When executed 
uniquely subscribed to by the first application . The method by the processor ( s ) , the processor - executable instructions 
includes encrypting , by the encryption logging service appli- 50 and to a system log database : an encrypted PPD payload , an cause the processor ( s ) to transmit , by the second application 
cation , the PPD payload and the data identification record . 
The method includes transmitting , by the encryption logging encrypted data identification record , and the unencrypted 

header . When executed by the processor ( s ) , the processor 
service application and to a system log database : an executable instructions cause the processor ( s ) to decrypt , by encrypted PPD payload , an encrypted data identification a third application of the processor - executable instructions 
record , and the unencrypted header . The method includes 55 and in response to a query of the system log database by a 
decrypting , by the encryption logging service application , second network group for data contained in the unencrypted 
the encrypted PPD payload in response to a query of the header , the encrypted PPD payload . The second network 
system log database by a second network group for data group includes users not authorized to view PPD . When 
contained in the unencrypted header . The second network executed by the processor ( s ) , the processor - executable 
group includes users not authorized to view PPD . The 60 instructions cause the processor ( s ) to transmit , by the third encryption logging service application is uniquely sub application , a decrypted PPD payload to the second network 
scribed to by the second network group . The method group . 
includes transmitting , by the encryption logging service 
application , a decrypted PPD payload to the second network BRIEF DESCRIPTION OF DRAWINGS 
group . 

In another exemplary embodiment , the invention provides The present invention will be described in even greater 
a method for managing workflow transactions including detail below based on the exemplary figures . The invention 

65 
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is not limited to the exemplary embodiments . All features FIG . 1 is a schematic diagram of a networked computing 
described and / or illustrated herein can be used alone or system 2 for managing workflow transactions 204 including 
combined in different combinations in embodiments of the PPD 208 in a regulated computing environment 212. FIG . 2 
invention . The features and advantages of various embodi- is a flow chart of a method 200 for managing workflow 
ments of the present invention will become apparent by 5 transactions 204 including PPD 208 in the regulated com 
reading the following detailed description with reference to puting environment 212 shown in FIG . 1 according to an 
the attached drawings which illustrate the following : embodiment of the disclosure . In the examples illustrated in 
FIG . 1 is a schematic diagram of a networked computing FIGS . 1 and 2 , the method 200 shown in FIG . 2 is imple 

system for managing workflow transactions including pro- mented , at least in part , using the system 2 of FIG . 1 . 
tected personal data ( PPD ) in a regulated computing envi- 10 Referring to FIGS . 1 and 2 , system 2 includes at least one 
ronment . processor 408 in communication with at least one memory 

FIG . 2 is a flow chart of a method for managing workflow device 304 and in communication with a regulated comput 
transactions including PPD in the regulated computing envi- ing environment 212. Memory device ( s ) 304 include a 
ronment shown in FIG . 1 according to an embodiment of the system log database 272 stored therein . In an example , 
disclosure . 15 system log database 272 is searchable and includes a 
FIG . 3 is a block diagram of a software architecture for the Splunkr - based functionality . In an example , memory 

method for managing workflow transactions including PPD device ( s ) 304 are also in communication with regulated 
shown in FIG . 2 according to an embodiment of the disclo- computing environment 212 . 

Processor ( s ) 408 may be located in regulated computing 
FIG . 4 is a flow chart illustrating aspects of the method for 20 environment 212. Processor ( s ) 408 may be located remote 

managing workflow transactions including PPD shown in from regulated computing environment 212. In another 
FIG . 2 according to embodiments of the disclosure . example , system 2 may utilize processor ( s ) 408 that are 
FIG . 5 is a flow chart illustrating aspects of the method for located both in regulated computing environment 212 and 

managing workflow transactions including PPD shown in remote from regulated computing environment 212. Proces 
FIG . 2 according to embodiments of the disclosure . 25 sor ( s ) 408 may be included in one or more servers ( not 
FIG . 6 is a block diagram of a processing system for shown in FIG . 1 ) and / or other suitable network appliances . 

implementing the disclosed systems , methods , and software Similarly , memory device ( s ) 304 may be located in regu 
according to one embodiment . lated computing environment 212. Memory device ( s ) 304 

may be located remote from regulated computing environ 
DETAILED DESCRIPTION 30 ment 212. In another example , system 2 may utilize memory 

device ( s ) 304 that are located both in , and remote from , 
Embodiments of the invention provide an automated regulated computing environment 212. Memory device ( s ) 

process to achieve secure , auditable , and regulatory com- 304 may be included in one or more servers ( not shown in 
pliant handling of personal data contained within logged FIG . 1 ) and / or other suitable network appliances . In an 
machine data . The disclosed invention integrates a restful 35 example , processor ( s ) 408 and memory device ( s ) 304 are 
application program interface ( API ) and a scalable platform situated , and operate , in a distributed network architecture . 
enabling information technology ( IT ) support personnel in In another example , processor ( s ) 408 and memory device ( s ) 
regulated computing environments engaged in workflow 304 are situated , and operate , in a centralized network 
transactions involving protected personal data ( PPD ) to architecture . In the embodiments disclosed herein , 
conform to complex personal data protection laws without 40 processor ( s ) 408 are programmed , and memory device ( s ) 
needing to fully understand the laws or the technology 304 are configured , to implement and / or otherwise perform , 
required for compliance . at least in part , one or more of the disclosed steps of method 

The disclosed systems , methods , and software provide 200 , including , without limitation , using system 2 . 
efficient modes for temporary and long - term storage and In an example , memory device ( s ) 304 include at least one 
sharing of PPD in a manner that complies with applicable 45 non - transient computer - readable medium 400. Non - tran 
laws , while enabling prompt and effective resolution of sient computer - readable medium 400 stores as software 404 
workflow transaction errors and other operational issues processor 408_executable instructions for managing work 
arising in the regulated computing environment . Embodi- flow transactions 204 including PPD 208 in the regulated 
ments of the invention provide readily auditable transaction computing environment 212. In an example , processor 
and support data logging , and further allow for the elimi- 50 408 executable instructions stored as software 86 include 
nation of user - managed and shared encryption / decryption one or more software modules 500. When executed by the 
keys , which speeds workflow and support processes , reduces processor ( s ) 408 that are in communication with memory 
the occurrence of errors , and mitigates the risk of unauthor- device ( s ) 304 , the processor 408 executable instructions 
ized access to and / or dissemination of regulated PPD . cause the one or more processors 408 to implement and / or 

Embodiments of the invention thus provide a greater 55 otherwise perform , at least in part , one or more of the 
utilization efficiency of computing , memory , network , band- disclosed steps of method 200 , including , without limitation , 
width , and personnel resources , thereby accomplishing using system 2 . 
increased throughput of PPD - intensive workflow transac- In system 2 , processor ( s ) 408 , memory device ( s ) 304 , 
tions using less electrical power . As compared to at least and / or regulated computing environment 212 are in com 
some known systems and methods for managing regulated 60 munication with one another via , and communicate with one 
workflow transactions involving PPD , embodiments of the another using electrical , electromagnetic , magnetic , optical , 
disclosed invention mitigate the risk of non - compliance with and / or other suitable signals ( e.g. , encoded data signals ) sent 
data privacy laws and regulations by employing systems , and / or received through , a network 10. In an example , 
methods , and software that are substantially more user- system 2 communication using network 10 includes wireless 
friendly , are easier to maintain and troubleshoot , and are 65 communication equipment and protocols . In another 
implementable is a wide variety of new and existing net- example , system 2 communication using network 10 
work , computing , and memory storage architectures . includes wired communication equipment and protocols . In 
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yet another example , system 2 communication using net- cessor 408— executable instructions stored in second 246 
work 10 includes a combination of wireless and wired and / or encryption logging service 244 applications and in an 
communication equipment and protocols . In an example , encrypting module 514 . 
system 2 communication includes wireless and / or wired Method 200 includes transmitting 262 , by the second 
communication equipment and protocols for utilizing cloud- 5 application 246 and to the system log database 272 , an 
based data processing , data storage , and / or data communi encrypted PPD payload 264 , an encrypted data identification 
cation resources . record 268 , and the unencrypted header 256. In an example , 

In an example , regulated computing environment 212 the encrypted PPD payload 264 , the encrypted data identi 
includes one or more users 232 who perform and / or other fication record 268 , and the unencrypted header 256 are 
wise facilitate , at least in part , workflow transactions 204. 10 transmitted 262 to the encryption logging service application 
User ( s ) 232 may include human user ( s ) , user ( s ) composed 244 either instead of , or in addition to , being transmitted 262 
of computing resources , and / or combinations thereof . In the to the second application 246. In embodiments for which the 

transmitting 262 step is implemented and / or otherwise per illustrated embodiment , user ( s ) 232 include a first network formed by software 404 , the processor ( s ) 408 execute pro group 228 and at least a second network group 280 . 15 cessor 408 executable instructions stored in second 246 
FIG . 3 is a block diagram of a software architecture for the and / or encryption logging service 244 applications and in a 

method 200 for managing workflow transactions 204 includ- transmitting module 516 . 
ing PPD 208 shown in FIG . 2 according to an embodiment Method 200 includes querying 278 , by the second net 
of the disclosure . Referring to FIGS . 1-3 , method 200 work group 280 , the system log database 272 for data 
includes registering 214 the first network group 228 for a 20 contained in the unencrypted header 256. In the embodi 
first application 220. In the embodiment , the first network ment , the second network group 280 includes user ( s ) 232 not 
group 228 includes user ( s ) 232 authorized to view the PPD authorized to view the PPD 208. In embodiments for which 
208. In embodiments for which the registering 214 step is the querying 278 step is implemented and / or otherwise 
implemented and / or otherwise performed by software 404 , performed by software 404 , the processor ( s ) 408 execute 
the processor ( s ) 408 execute processor 408_executable 25 processor 408_executable instructions stored in a querying 
instructions stored in first application 220 and in a register- module 546 . 
ing module 502 . Method 200 includes decrypting 284 , by a third applica 

Method 200 includes determining 216 , by first application tion 286 , an encrypted PPD payload 264. In the embodi 
220 , that a workflow transaction record 224 of the first ment , the decrypting 284 step includes decrypting 284 the 
network group 228 includes the PPD 208. In embodiments 30 data identification record 252. In the embodiment , the third 
for which the determining 216 step is implemented and / or application 286 is uniquely subscribed to by the second 
otherwise performed by software 404 , the processor ( s ) 408 network group 280. In an embodiment , the decrypting 284 
execute processor 408_executable instructions stored in step of method 200 includes decrypting 284 the encrypted 
first application 220 and in a determining module 506 . PPD payload 264 in response to a query 276 of the system 
Method 200 includes transmitting 236 , by the first appli- 35 log database 272 by the second network group 280 for data 

cation 220 , a packet 240 to a second application 246. In an contained in the unencrypted header 256. In an example , the 
embodiment , the packet 240 is transmitted 236 to the second decrypting 284 step includes decrypting 284 the encrypted 
application 246 in response to determining 216 that the PPD payload 264 by the encryption logging service appli 
workflow transaction record 224 includes PPD 208. The cation 244 either instead of , or in addition to , decrypting 284 
transmitted 236 packet 240 includes a PPD payload 248. The 40 the encrypted PPD payload 264 by the third application 286 . 
PPD payload 248 includes the PPD 208 , a data identification In the example , the encryption logging service application 
record 252 , and a header 256. In the embodiment , the second 244 is uniquely subscribed to by the second network group 
application 246 is uniquely subscribed to be the first appli- 280. In an embodiment , the second 246 and third 286 
cation 220. In an example , the packet 240 is transmitted 236 applications together compose the encryption logging ser 
to an encryption logging service application 244 either 45 vice application 244. In an example , the encryption logging 
instead of , or in addition to , being transmitted 236 to the service application 244 is or includes functionality of a 
second application 246. In the example , the encryption secure data application , such as a Voltage ( Micro Focus 
logging service application 244 is uniquely subscribed to by ( D ) -based application , which is accessible through a restful 
the first application 220. In embodiments for which the API . In embodiments for which the decrypting 284 step is 
transmitting 236 step is implemented and / or otherwise per- 50 implemented and / or otherwise performed by software 404 , 
formed by software 404 , the processor ( s ) 408 execute pro- the processor ( s ) 408 execute processor 408 _executable 
cessor 408 executable instructions stored in first 220 , instructions stored in third 286 and / or encryption logging 
second 246 , and / or encryption logging service 244 applica- service 244 applications and in an decrypting module 518 . 
tions and in a transmitting module 510 . Method 200 includes transmitting 288 , by the third appli 

Method 200 includes encrypting 260 , by the second 55 cation 286 , a decrypted PPD payload 292 to the second 
application 246 , the PPD payload 248. In the embodiment , network group 280. In an example , the transmitting 288 step 
the encrypting 206 step includes encrypting 260 the data includes transmitting 288 the decrypted PPD payload 292 by 
identification record 252. In an embodiment , the encrypting the encryption logging service application 244 either instead 
260 step includes encrypting 260 the PPD payload 248 of , or in addition to , transmitting 288 the decrypted PPD 
including the data identification record 252 using stateless 60 payload 292 by the third application 286. In embodiments 
key management 258. In an example , the encrypting 260 for which the transmitting 288 step is implemented and / or 
step includes encrypting 260 the PPD payload 248 by the otherwise performed by software 404 , the processor ( s ) 408 
encryption logging service application 244 either instead of , execute processor 408_executable instructions stored in 
or in addition to encrypting 260 the PPD payload 248 by the third 286 and / or encryption logging service 244 applications 
second application 246. In embodiments for which the 65 and in a transmitting module 520 . 
encrypting 260 step is implemented and / or otherwise per- FIGS . 4 and 5 are flow charts of aspects of the method 200 
formed by software 404 , the processor ( s ) 408 execute pro- for managing workflow transactions 204 including PPD 208 
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shown in FIG . 2 according to embodiments of the disclo- or in addition to , being performed by the third application 
sure . Referring to FIGS . 1-4 , in an embodiment , method 200 286. In an example , the query data record 332 is transmitted 
includes first subscribing 360 , by the first application 220 , 328 to an audit application 336 either instead of , or in 
the second application 246 uniquely to the first network addition to , being transmitted 328 to the fourth application 
group 228. In the embodiment , method 200 includes second 5 338. In embodiments for which the transmitting 328 step is 
subscribing 364 , by the second application 246 , the third implemented and / or otherwise performed by software 404 , application 286 uniquely to the second network group 280 . the processor ( s ) 408 execute processor 408_executable In embodiments for which the first 360 and second 364 instructions stored in third 286 , encryption logging service subscribing steps are implemented and / or otherwise per 244 , and / or audit 336 application ( s ) and in a transmitting formed by software 404 , the processor ( s ) 408 execute pro- 10 module 534 . cessor 408_executable instructions stored in first 220 and 
second 246 applications and in first 540 and second 542 In an embodiment , the decrypting 284 step of method 200 

includes assigning 316 a security definition 320 to the subscribing modules . 
In an embodiment , method 200 includes ascertaining 296 , decrypted PPD payload 292 for subsequent viewing 324 

by the first application 220 , an occurrence of a workflow is thereof by the second network group 280. In embodiments 
transaction error 302. In the embodiment , the method 200 for which the assigning 316 step is implemented and / or 
step of determining 216 that the workflow transaction record otherwise performed by software 404 , the processor ( s ) 408 
224 includes PPD 208 includes determining 368 , by the first execute processor 408_executable instructions stored in an 
220 and / or the encryption logging service 244 application ( s ) assigning module 552. In an embodiment , the step of 
that the workflow transaction record 224 ( e.g. , the PPD- 20 assigning 316 the security definition 320 to the decrypted 
including record 224 ) is associated with the workflow trans- PPD payload 292 includes assigning 334 at least one of : a 
action error 302. In embodiments for which the ascertaining predetermined authorization 322 , and a predetermined token 
296 step is implemented and / or otherwise performed by end point scope 326 to the decrypted PPD payload 292. In 
software 404 , the processor ( s ) 408 execute processor 408- embodiments for which the assigning 334 step is imple 
executable instructions stored in the first application 220 and 25 mented and / or otherwise performed by software 404 , the 
in an ascertaining module 522. In embodiments for which processor ( s ) 408 execute processor 408 — _executable 
the determining 368 step is implemented and / or otherwise instructions stored in an assigning module 550 . 
performed by software 404 , the processor ( s ) 408 execute In an embodiment , method 200 includes securing 312 , by 
processor 408_executable instructions stored in first 220 the third application 286 , the decrypted PPD payload 292. In 
and / or encryption logging service 244 applications and in a 30 the embodiment , the decrypted PPD payload 292 is secured 
determining 524 module . 312 using token - based authentication technology , such as 

In an embodiment , the method 200 step of determining Oauth . In the embodiment , the decrypted PPD payload 292 
216 that the workflow transaction record 224 includes PPD is secured 312 by the encryption logging service application 
208 includes determining 348 , by the first 220 and / or 244 either instead of , or in addition to being secured 312 by 
encryption logging service 244 application ( s ) , that the work- 35 the third application 286. In embodiments for which the 
flow transaction record 224 includes at least one of : person- securing 312 step is implemented and / or otherwise per 
ally identifying information ( PII ) 352 , and protected health formed by software 404 , the processor ( s ) 408 execute pro 
information ( PHI ) 356. In embodiments for which the deter- cessor 408 — executable instructions stored in third 286 
mining 348 step is implemented and / or otherwise performed and / or encryption logging service 244 application ( s ) and in 
by software 404 , the processor ( s ) 408 execute processor 40 a securing module 528 . 
408 executable instructions stored in first 220 and / or In embodiments for which user ( s ) 232 include human 
encryption logging service 244 applications and in a deter- user ( s ) 232 , method 200 includes viewing 324 , by the 
mining 538 module . second network group 280 the decrypted PPD payload 292 

Referring to FIGS . 1-3 and 5 , in an embodiment , method ( e.g. , via a display of a user 232 personal computer or other 
200 includes verifying 308 , by the third application 286 , that 45 suitable workstation or computing device ( not shown in 
user ( s ) 232 making the query 276 is / are authorized to view FIG . 1 ) ) . In embodiments for which the viewing 324 step is 
the PPD 208. In an example , the verifying 308 step of implemented and / or otherwise performed by software 404 , 
method 200 is performed by the encryption logging service the processor ( s ) 408 execute processor 408_executable 
application 244 either instead of , or in addition to , being instructions stored in a viewing module 532 . 
performed by the first application 220. In an embodiment , 50 FIG . 6 is a block diagram of a processing system for 
the authorization of user ( s ) 232 making the query 276 to implementing the disclosed systems , methods , and software 
view the PPD 208 is verified 308 in response to the query according to one embodiment . The processing system 
276 of the system log database 272 ( e.g. , in the querying 278 includes at least one processor 604 , such as a central 
step of method 200 ) . In embodiments for which the verify- processing unit ( CPU ) , which executes computer - executable 
ing 308 step is implemented and / or otherwise performed by 55 instructions including embodiments of the system for per 
software 404 , the processor ( s ) 408 execute processor 408 forming the functions and methods described above . In 
executable instructions stored in third 286 and / or encryption some embodiments , the computer - executable instructions 
logging service 244 application ( s ) and in a verifying module are locally stored and accessed from a non - transitory com 
526 . puter readable medium , such as storage 610 , which may be 

In an embodiment , method 200 includes transmitting 328 , 60 a hard drive or flash drive . Read Only Memory ( ROM ) 606 
by the third application 286 , a query data record 332 to a includes computer executable instructions for initializing the 
fourth application 338. In the embodiment , the query data processor 604 , while the random - access memory ( RAM ) 
record 332 includes at least one of : a time / date stamp 340 of 608 is the main memory for loading and processing instruc 
the query , a user identifier 344 for the querying user ( s ) 232 , tions executed by the processor 604. The network interface 
and the data identification record 252. In an example , the 65 612 may connect to a wired network or cellular network and 
transmitting 328 step of method 200 is performed by the to a local area network or wide area network , such as the 
encryption logging service application 244 either instead of , Internet . Processor ( s ) 604 , ROM 606 , RAM 608 , storage 
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610 , and network interface 612 may communicate with one transmitting , by the encryption logging service applica 
another and / or with the network via a bus 614 . tion : an encrypted PPD payload , an encrypted data 

The use of the terms “ a ” and “ an ” and “ the ” and “ at least identification record , and the unencrypted header , to a 
one ” and similar referents in the context of describing the system log database ; 
invention ( especially in the context of the following claims ) 5 in response to a query of the system log database by a 
are to be construed to cover both the singular and the plural , second network group for data contained in the unen 
unless otherwise indicated herein or clearly contradicted by crypted header , decrypting , by the encryption logging 
context . The use of the term “ at least one ” followed by a list service application , the encrypted PPD payload , 

wherein : of one or more items ( for example , “ at least one of A and B ” ) 
is to be construed to mean one item selected from the listed the second network group includes users not authorized 

to view the PPD ; and items ( A or B ) or any combination of two or more of the the encryption logging service application is uniquely listed items ( A and B ) , unless otherwise indicated herein or subscribed to by the second network group ; and clearly contradicted by context . The terms " comprising , ” transmitting , by the encryption logging service applica “ having , ” “ including , ” and “ containing ” are to be construed tion , the decrypted PPD payload to the second network as open - ended terms ( i.e. , meaning “ including , but not group . 
limited to , ” ) unless otherwise noted . Recitation of ranges of 2. The method of claim 1 , further comprising ascertaining , 
values herein are merely intended to serve as a shorthand by the first application , an occurrence of a workflow trans 
method of referring individually to each separate value action error , wherein determining that the workflow trans 
falling within the range , unless otherwise indicated herein , 20 action record includes the PPD includes determining that the 
and each separate value is incorporated into the specification workflow transaction record is associated with the workflow 
as if it were individually recited herein . All methods transaction error . 
described herein can be performed in any suitable order 3. The method of claim 1 , further comprising , in response 
unless otherwise indicated herein or otherwise clearly con- to the query of the system log database , verifying , by the 
tradicted by context . The use of any and all examples , or 25 encryption logging service application and prior to decrypt 
exemplary language ( e.g. , " such as ” ) provided herein , is ing the encrypted PPD payload , that a user making the query 
intended merely to better illuminate the invention and does is authorized to view the PPD . 
not pose a limitation on the scope of the invention unless 4. The method of claim 1 , further comprising securing , by 
otherwise claimed . No language in the specification should the encryption logging service application , the decrypted 
be construed as indicating any non - claimed element as 30 PPD payload using token - based authentication technology . 
essential to the practice of the invention . 5. The method of claim 1 , wherein decrypting the 

Preferred embodiments of this invention are described encrypted PPD payload includes assigning a security defi 
nition to the decrypted PPD payload for subsequent viewing herein , including the best mode known to the inventors for thereof by the second network group . carrying out the invention . Variations of those preferred 6. The method of claim 1 , further comprising transmitting , embodiments may become apparent to those of ordinary by the encryption logging service application and in skill in the art upon reading the foregoing description . The response to the query , a query data record to an audit 

inventors expect skilled artisans to employ such variations application , wherein the query data record includes : a time ! as appropriate , and the inventors intend for the invention to date stamp of the query , a user identifier for the querying 
be practiced otherwise than as specifically described herein . 40 user , and the data identification record . 
Accordingly , this invention includes all modifications and 7. The method of claim 1 , wherein determining that the equivalents of the subject matter recited in the claims workflow transaction record includes the PPD includes 
appended hereto as permitted by applicable law . Moreover , determining , by the first application , that the workflow 
any combination of the above - described elements in all transaction record includes at least one of : personally iden possible variations thereof is encompassed by the invention 45 tifying information , and protected health information . 
unless otherwise indicated herein or otherwise clearly con 8. A method for managing workflow transactions includ 
tradicted by context . ing protected personal data ( PPD ) in a regulated computing 

environment , the method comprising : 
We claim : registering a first network group for a first application , 
1. A method for managing workflow transactions includ- 50 wherein the first network group includes users autho 

ing protected personal data ( PPD ) in a regulated computing rized to view the PPD ; 
environment , the method comprising : determining , by the first application , that a workflow 

determining , by a first application , that a workflow trans- transaction record of the first network group includes 
action record of a first network group includes the PPD , the PPD ; 
wherein the first network group includes users autho- 55 transmitting , by the first application , a packet to a second 
rized to view the PPD ; application , wherein : 

in response to determining that the workflow transaction the packet includes : a data identification record , a 
record includes the PPD , transmitting , by the first header , and a PPD payload including the PPD asso 
application , a packet to an encryption logging service ciated with the workflow transaction record ; and 
application , wherein : the second application is uniquely subscribed to by the 
the packet includes : a data identification record , a first application ; 

header , and a PPD payload including the PPD asso- encrypting , by the second application , the PPD payload 
ciated with the workflow transaction record ; and and the data identification record , wherein the encrypt 

the encryption logging service application is uniquely ing includes stateless key management ; 
subscribed to by the first application ; transmitting , by the second application : an encrypted PPD 

encrypting , by the encryption logging service application , payload , an encrypted data identification record , and 
the PPD payload and the data identification record ; the unencrypted header , to a system log database ; 
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querying , by a second network group including users not determine , by a first application of the processor - execut 
authorized to view the PPD , the system log database for able instructions , that a workflow transaction record of 
data contained in the unencrypted header ; a first network group includes the PPD , wherein the 

decrypting , by a third application and in response to the first network group includes users authorized to view 
the PPD ; query by the second network group , the encrypted PPD 5 in response to determining that the workflow transaction payload , wherein : record includes the PPD , transmit , by the first applica the third application is uniquely subscribed to by the tion , a packet to a second application of the processor second network group ; and executable instructions , wherein the packet includes : a 

the decrypting includes assigning a security definition data identification record , a header , and a PPD payload 
to a decrypted PPD payload for subsequent viewing including the PPD associated with the workflow trans 
thereof by the second network group ; and action record ; 

transmitting , by the third application : the decrypted PPD encrypt , by the second application , the PPD payload and 
payload to the second network group . the data identification record ; 

9. The method of claim 8 , further comprising ascertaining , transmit , by the second application : an encrypted PPD 
by the first application , an occurrence of a workflow trans payload , an encrypted data identification record , and 

the unencrypted header , to a system log database ; action error , wherein determining that the workflow trans decrypt , by a third application of the processor - executable action record includes the PPD includes determining that the instructions and in response to a query of the system log 
workflow transaction record is associated with the workflow database by a second network group for data contained 
transaction error . in the unencrypted header , the encrypted PPD payload , 

10. The method of claim 8 , further comprising , in wherein the second network group includes users not 
response to the query of the system log database , verifying , authorized to view the PPD ; and 
by the third application and prior to the decrypting , that a transmit , by the third application , a decrypted PPD pay 

load to the second network group . user making the query is authorized to view the PPD . 
11. The method of claim 8 , further comprising securing , 25 17. The non - transitory computer - readable storage 

medium of claim 16 , wherein , when executed by the one or by the third application , the decrypted PPD payload using 
token - based authentication technology . more processors , the processor - executable instructions 

cause the one or more processors to encrypt the PPD payload 
12. The method of claim 8 , wherein assigning the security and the data identification record using stateless key man 

definition to the decrypted PPD payload includes assigning agement . 
at least one of : a predetermined authorization , and a prede- 18 . The non - transitory computer - readable storage 
termined token end point scope , to the decrypted PPD medium of claim 16 , wherein , when executed by the one or 
payload . more processors , the processor - executable instructions fur 

13. The method of claim 8 , further comprising transmit ther cause the one or more processors to : 
ting , by the third application and in response to the subscribe , by the first application , the second application query , a 
query data record to a fourth application , wherein the query uniquely to the first application ; and 
data record includes at least one of : a time / date stamp of the subscribe , by the second application , the third application 

uniquely to the second network group . query , a user identifier for the querying user , and the data 
identification record . 19. The non - transitory computer - readable storage 

14. The method of claim 8 , wherein determining that the medium of claim 16 , wherein , when executed by the one or 
workflow transaction record includes the PPD includes more processors , the processor - executable instructions fur 
determining , by the first application , that the workflow ther cause the one or more processors to assign , by the third 
transaction record includes at least one of : personally iden application , a security definition to the decrypted PPD 
tifying information , and protected health information . payload for subsequent viewing thereof by the second 

network group . 15. The method of claim 8 , wherein the second and third 
applications together compose an encryption logging service 20. The non - transitory computer - readable storage 
application medium of claim 19 , wherein , when executed by the one or 

16. A non - transitory computer - readable storage medium more processors to assign the security definition to the 
including processor - executable instructions stored as soft decrypted PPD payload , the processor - executable instruc 
ware therein to manage workflow transactions including 50 least one of : a predetermined authorization , and a predeter tions further cause the one or more processors to assign at 
protected personal data ( PPD ) in a regulated computing 
environment , which , when executed by one or more pro mined token end point scope , to the decrypted PPD payload . 
cessors , cause the one or more processors to : 
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