
US011544706B2 

( 12 ) United States Patent 
Manka et al . 

( 10 ) Patent No .: US 11,544,706 B2 
( 45 ) Date of Patent : Jan. 3 , 2023 

( 54 ) MULTI - TOKEN PROVISIONING , ONLINE 
PURCHASE TRANSACTION PROCESSING , 
AND CARD LIFE CYCLE MANAGEMENT 
SYSTEMS AND METHODS 

20/3823 ; G06Q 20/385 ; G06Q 20/409 ; 
G06Q 20/34 ; H04L 63/062 ; H04L 

63/0428 ; H04L 63/10 
See application file for complete search history . 

References Cited ( 56 ) 
( 71 ) Applicant : Discover Financial Services , 

Riverwoods , IL ( US ) U.S. PATENT DOCUMENTS 

( 72 ) Inventors : Bryan L. Manka , Riverwoods , IL 
( US ) ; George Danforth , Riverwoods , 
IL ( US ) 

( 73 ) Assignee : Discover Financial Services , 
Riverwoods , IL ( US ) 

8,768,838 B1 * 7/2014 Hoffman G06Q 40/00 
705/44 

10,454,779 B2 * 10/2019 Narasimhan GOON 20/00 
2008/0189214 A1 * 8/2008 Mueller G06Q 20/3823 

705/65 
2009/0048953 Al * 2/2009 Hazel G07F 7/1008 

705/35 

( Continued ) 
Primary Examiner Johann Y Choo 
( 74 ) Attorney , Agent , or Firm — Lee Sullivan Shea & 
Smith LLP 

( * ) Notice : Subject to any disclaimer , the term of this 
patent is extended or adjusted under 35 
U.S.C. 154 ( b ) by 566 days . 

( 21 ) Appl . No .: 16 / 396,323 

( 22 ) Filed : Apr. 26 , 2019 

( 65 ) Prior Publication Data 
US 2020/0342454 A1 Oct. 29 , 2020 

( 57 ) ABSTRACT 
Systems , methods , and software are disclosed for provision 
ing tokens in a networked computing environment including 
merchants participating in payment networks . The method 
includes receiving , by a merchant processor , card account 
data of a purchase card from a cardholder . The method 
includes determining , by the merchant processor , that the 
card account data includes a multi - token enabled BIN . The 
method includes , in response to determining that the card 
account data includes the multi - token enabled BIN , receiv 
ing and storing , by the merchant processor and in a memory 
of the merchant , respectively , a primary token associated 
with a front - of - card brand of the purchase card . The method 
includes , in response to receiving the primary token , trans 
mitting , by the merchant processor , a request for a secondary 
token . The method includes receiving and storing , by the 
merchant processor and in the merchant memory , respec 
tively , the secondary token simultaneously with storing the 
primary token . 

20 Claims , 12 Drawing Sheets 

( 51 ) Int . Ci . 
G06Q 20/38 ( 2012.01 ) 
G06Q 20/26 ( 2012.01 ) 
G06Q 20/40 ( 2012.01 ) 
H04L 9/40 ( 2022.01 ) 

( 52 ) U.S. CI . 
CPC G06Q 20/3829 ( 2013.01 ) ; G06Q 20/26 

( 2013.01 ) ; G06Q 20/385 ( 2013.01 ) ; G06Q 
20/3823 ( 2013.01 ) ; G06Q 20/409 ( 2013.01 ) ; 

H04L 63/062 ( 2013.01 ) 
( 58 ) Field of Classification Search 

CPC G06Q 20/3829 ; G06Q 20/26 ; G06Q 

a 

Merchant Cardholder 
104 

Primary TSP Secondary TSP 
1.16 

Selected Network 
124 

Issuer 
120 

VAWWWWW 

Read Card BIN 300 Transmit 
Transaction 
Information 

315 

Add Card 
Account Data 
to Merchant 

Customer Profile 
304 

Verify Account 
316 

BIN 
Multi - Token No ENO 

310 
308 

Receive 
Transaction 
Information 

314 
Yes 

START 
307 

Send Token Request 
to Primary TSP 

312 

Process 
Token Request 

313 
Receive Account 
Verification 318 

No Store Primary Token 
322 

Generate / Provision 
Primary Token 

320 

Transmit Account 
Verification 319 

Account 
Verified ? 

317 
Yes 

END 

310 

Process 
Token Request 

326 
Send Toker Request 
to Secondary TSP 

324 

Receive / Transmit 
Transaction 

information 327 

Verify Account 
328 

No 
Store Secondary Token 

334 

Generate / Provision 
Primary Token 

332 

Receive / Transmit 
Account 

Verification 331 

Account 
Verified ? 

330 Yes 



US 11,544,706 B2 
Page 2 

( 56 ) References Cited 

U.S. PATENT DOCUMENTS 

2012/0259782 A1 * 10/2012 Hammad 

2013/0275245 A1 * 10/2013 Dixon 

2015/0112871 A1 * 4/2015 Kumnick 

2015/0199679 A1 * 7/2015 Palanisamy 
2015/0242853 A1 * 8/2015 Powell 

G06Q 20/382 
705/44 

G06Q 20/401 
705/21 

G06Q 20/4012 
705867 

G06Q 20/385 
705/67 

G06Q 20/385 
705/44 

G06Q 20/38215 
705/44 

G06Q 20/02 
705/75 

G06Q 20/20 
GIOL 15/30 

G06Q 20/3223 

2015/0379508 A1 * 12/2015 Van 

2016/0110709 A1 * 4/2016 Lacoss - Arnold 

2016/0239833 Al 8/2016 Venugopalan 
2016/0351200 A1 * 12/2016 Sung 
2018/0068293 Al * 3/2018 Dunne 

* cited by examiner 



W WWWWWWWWW * * * * * * www ww www 

LA ALA YA 

HAWWAMA AWAL HUMAN 

1 

NR M MALL WALA HALL 

A WA MW 

U.S. Patent 

100 

Payment Network 118 

1 

Memory 1.40 

Memory 140 

Acquirer 192 

Server 136 

Token Vault 128 

Processor ( s ) 
184 

Processes 152 

Token Vault 127 

marate infrina inion . it minimi Kiman rani timina rani kamr ma 

Payment Service Provider 122 

Secondary Tokens 178 

Primary Tokens 176 

EN * *** W * WW * * WW * WWW *** 

Processors ) 194 

Token Request Processes 144 

LCM Processes 190 

Server 186 

Network Routing Preferences 152 

Primary TSP 112 

Secondary TSP 116 

Laurent are now rewe we were 

Payment Network 119 

Jan. 3 , 2023 

HUKU WUX VUICK x KW LXX w * AURK KUCHU W k . X X X X X 

* * * 

Memory 134 

Cardholder 

Change of State 

Data 138 

Files 154 

Network 114 

Server 162 

Cart 180 

Memory 166 Side - by - Side Tokens 164 

Card Account Data 142 

Transaction Ledger 146 

Card BIN 172 

Primary Tokens 176 

Secondary Tokens 178 

Processor ( s ) 

Customer Profile 174 

Routing Preferences 170 

LCM Processes 150 

Sheet 1 of 12 

Transaction Data 182 

Merchant 108 

Card Account Data 142 

Server 130 

Processor ( s ) 126 

Network Route List 173 

Issuer 120 

Computing Device 102 

Memory 168 

Physical Card 106 

Server 160 

Change of State Files 154 

FIG . 1 

Card BIN 172 

Card Account Data 110 

Processor ( s ) 
156 

LCM Processes 198 

US 11,544,706 B2 

Cardholder Customer 104 

ON Account Updater 132 



U.S. Patent 

MERCHANT MEMORY 166 NON - TRANSITORY COMPUTER READABLE MEDIUM 600a SOFTWARE 6018 MODULES 602a 

Receiving Module 604 

Determining Module 606 

Receiving Module 608 

Storing Module 610 

Transmitting Module 611 

Jan. 3 , 2023 

Receiving Module 612 

Storing Module 614 

Receiving Module 622 

Building Module 624 

Selecting Module 626 

Transmitting Module 628 

Receiving Module 630 

Selecting Module 638 

Transmitting Module 640 

Sheet 2 of 12 

Receiving Module 642 

Receiving Module 644 

Receiving Module 646 

Receiving Module 648 

Deleting Module 650 

Suspending Module 652 

Deleting Module 654 

Transmitting Module 656 

Receiving Module 658 

Deleting Module 660 

Deleting Module 664 

Updating Module 662 

FIG . 2A 

US 11,544,706 B2 



U.S. Patent 

SECONDARY TSP MEMORY 140 
NON - TRANSITORY COMPUTER READABLE MEDIUM 600b SOFTWARE 601b MODULES 602b 

Jan. 3 , 2023 

Generating Module 615 

Transmitting Module 617 M 

Transmitting Module 619 

Receiving Module 621 

Detokenizing Module 631 

Transmitting Module 633 

Sheet 3 of 12 

Receiving Module 635 

Transmitting Module 637 

US 11,544,706 B2 



U.S. Patent Jan. 3. 2023 Sheet 4 of 12 US 11,544,706 B2 

240 
wwwwww 

Merchant Processor ( s ) 
158 

1 
Receive Card Account Data 

242 1 

} 
1 1 

1 
1 

1 Determine Card Account Data 
Includes Multi - Token Enabled BIN 

244 Secondary TSP Processor ( s ) 
194 

Receive 
Verification Message 

254 

3 
1 

Receive and Store 
Primary Token 

246 Transmit Card Account 
Verification Request 

253 

Generate and Transmit 
Secondary Token 

250 

Transmit Request for 
Secondary Token 

248 
1 

* * * * * *** ELIT EK + + + 

} 1 
1 

1 

Receive and Store 
Secondary Token 

252 
1 

w w www w w MMM MM MMM MMA MA MW MMA 

FIG . 3 



U.S. Patent 

Merchant 

Secondary TSP 

Selected Network 

Cardholder 104 

Primary TSP 112 

Issuer 120 

MAAR 

300 

Read Card BIN 306 

Add Card Account Data to Merchant Customer Profile 304 

Transmit Transaction Information 315 

Verify Account 316 

No 

BIN Multi - Token Enabled ? 308 

END 310 

Receive Transaction Information 314 

Jan. 3 , 2023 

Yes 

START 

Send Token Request to Primary TSP 312 

Process Token Request 313 

302 

Receive Account Verification 318 

Sheet 5 of 12 

NO 

END 

Store Primary Token 322 

Generate / Provision Primary Token 320 

Transmit Account Verification 319 

Account Verified ? 317 

Yes 

Process Token Request 326 

Send Token Request to Secondary TSP 324 

Receive / Transmit Transaction Information 327 

Verify Account 328 

NO 

Store Secondary Token 334 

Generate / Provision Primary Token 332 

Receive / Transmit Account Verification 331 

Account Verified ? 330 

Yes 

FIG.4 

US 11,544,706 B2 



U.S. Patent Jan. 3. 2023 Sheet 6 of 12 US 11,544,706 B2 

260 Receive Purchase 
or Payment Request 

262 

Build Network Route List 
264 

Pre 

No 

Determined 
Network Routing 

Preferences indicate 
Preference for Completing 

Transaction Using 
Secondary 
Token ? 

Transmit 
Confirmation 

275 
No 

Yes 

Pre 
Determined 

Network Routing 
Preferences Indicate 

Preference for Completing 
Transaction Using 

Primary 
Token ? 

Receive 
Transaction Authorization 

274 

Select Secondary Token 
266 

Yes Transmit Rebuilt 
Transaction 

Authorization Request 
272 

Select 
Primary Token 

276 
Transmit Authorization Request 

268 

Detokenize 
- Secondary Token 

270 
Transmit 

Authorization 
Request 
277 Receive Confirmation 

271 

Receive 
Confirmation 

279 

FIG.5 



Cardholder 104 

Merchant 108 

Selected Network 324 

Token Vault 128 

Issuer 120 

U.S. Patent 

Initiate Purchase / Payment 504 

Build Network Route List 506 

kart 

500 

Select Token Based on Routing Preference 508 

Jan. 3 , 2023 

START 502 

Send Authorization Request 510 

Detokenize Request $ 12 

Detokenize Response 514 

Sheet 7 of 12 

Rebuild Message / Request Authorization 516 

Authorize Transaction 518 

END 522 

Confirm Purchase / Payment 526 

Rebuild Message | Forward Response 524 

Yes 

Transaction Authorized ? 520 

END 522 

US 11,544,706 B2 

FIG . 6 



U.S. Patent Jan. 3. 2023 Sheet 8 of 12 US 11,544,706 B2 

280 

Receive LCM Advice 
282 

Receive Request 
from Cardholder 

281 

Receive Notification 
from issuer 

283 

Delete or Suspend 
Simultaneously Stored Tokens 

284 

Delete 
Primary Token 

288 

Transmit LCM Request 
to Secondary TSP 

290 

Receive LCM Response 
from Secondary TSP 

292 

Delete 
Secondary Token 

294 

Delete Purchase 
Card Account Data 

296 

Update 
286 
MANAN 

FIG.7 



U.S. Patent 

Secondary TSP 

Cardholder 104 

Merchant 108 

Primary TSP 112 

Send Request to Delete Card Account Data From Merchant Customer Profile 804 

Send LCM Request Primary Token 806 

Process LCM Request 808 

800 

Delete Primary Token 812 

Send LCM Response 810 

Jan. 3 , 2023 

START 802 

Send LCM Request - Secondary Token 814 

Process LCM Request 816 

Sheet 9 of 12 

Delete Secondary Token 820 

Send LCM Response 818 

END 824 

Delete Card Account Data from Customer Profile 822 

FIG . 8 

US 11,544,706 B2 



U.S. Patent 

Merchant 108 

primary TSP 112 

Secondary TSP 116 

Payment Network 118 

issuer 120 

Suspend / Delete Primary Token 908 

Send LCM Advice 906 

Transmit Suspend / Close Notification 905 

START 902 

Jan. 3 , 2023 

Send LCM Response 910 

Receive LCM Response 912 

Receive Suspend / Close Notification 904 

Suspend / Close Account 903 

Send LCM Advice 914 

Process LCM Request 916 

Sheet 10 of 12 

Suspend / Delete Secondary Token 920 

Send LCM Response 918 

Update Customer Profile 922 

END 924 

FIG.9 

US 11,544,706 B2 



Assuer 

Merchant 108 

Secondary TSP 1.16 

DN Account Updater 132 

U.S. Patent 

1000 

Receive Change of State File 1006 

Send Change of State File 1004 

Jan. 3. 2023 

END 1010 

Account Closed / Suspended ? 1008 

START 1002 

Yes 

Suspend / Delete Secondary Token 1014 

Send LCM Advice 1012 

Sheet 11 of 12 

Send LCM Response 1016 

Receive LCM Response 1018 

END 1010 

Update Customer Profile 1020 

FIG . 10 

US 11,544,706 B2 



U.S. Patent Jan. 3 , 2023 Sheet 12 of 12 US 11,544,706 B2 

603 

PROCESSOR ( S ) 

608 
BUS 

www 

612 INTERFACE 



a 

US 11,544,706 B2 
1 2 

MULTI - TOKEN PROVISIONING , ONLINE Pulse® ) with the expectation that authorization requests can 
PURCHASE TRANSACTION PROCESSING , be processed successfully . As such , the disclosed systems , 
AND CARD LIFE CYCLE MANAGEMENT methods , and software provide merchants routing choice for 

SYSTEMS AND METHODS tokenized card - on - file ( COF ) transactions by enabling sec 
5 ondary tokens to be stored and otherwise maintained / man 

BACKGROUND aged side - by - side with primary , front - of - card , tokens . Fur 
thermore , life cycle management ( LCM ) processes provided 

Merchants processing purchase card transactions , includ- by the disclosed systems , methods , and software enable the 
ing in online shopping contexts , are charged processing side - by - side tokens to be always synchronized in merchant 
and / or service fees to realize payment for such transactions . 10 systems . 
Naturally , merchants have a business interest and desire to The below - described systems , methods , and software 
not only minimize such transactions costs , but also to enable networks to compete for merchant transactions and 
establish processes that make those costs more predictable . gives merchants greater control of routing decisions . Expe 
Commentators have called for more transparency and stan riences of merchant customers ( e.g. , registration of profile 
dardization regarding interchange and the cost associated 15 on e - commerce websites and / or online checkout processes ) 
with processing bankcards . The Durbin Amendment to the are not , or are only negligibly , affected . Meanwhile , mer 
Dodd - Frank Wall Street Reform and Consumer Protection chants may pass cost savings of practicing the disclosed 
Act of 2010 was intended to address this issue for businesses systems , methods , and software to the customers . 
and inure to the benefit of both merchants and consumers . With the side - by - side tokens provided by the disclosed 
Among the pro - competitive policies the Durbin Amendment 20 systems , methods , and software , merchants have : a primary 
facilitated are capped interchange fees charged to merchants token , assigned by the front - of - card brand that may be 
every time they processed debit card transactions . subject to routing restrictions , and an alternate ( secondary ) 

In e - commerce contexts , for example , merchants may token that provides routing support to participating alternate 
obtain and store network - based tokens to facilitate payments ( e.g. , debit ) payment networks . The general process flow of 
in place of storing actual card numbers . In at least some 25 the disclosed systems , methods , and software includes : a ) 
known market contexts , merchants have to pay a different cardholder adds primary account number ( PAN ) to profile ; 
fee based on the bank that issued the debit card . The primary b ) merchant identifies tokenized COF - enabled networks via 
token obtained from token service platform ( s ) of global bank identification number ( BIN ) file inquiry ; c ) merchant 
front - of - card brands ( e.g. , Visa® ) may contain processing requests and obtains a token from a supported token service 
restrictions that may prevent merchants from using a pri- 30 provider ; d ) merchant adds tokenized payment credentials to 
mary token to route a payment transaction to an alternate cardholder profile ; and e ) merchants have the security of 
network ( e.g. , Pulse® ) that may be enabled on the actual tokens and the power of choice . 
card . The commercial framework for secondary tokens is To practice the disclosed systems , methods , and software , 
based on transactional and other service fees . In at least merchant requirements are such that established systems 
some known business contexts , merchants are unable to 35 may be utilized and additional investment in hardware and 
effectively and efficiently establish purchase or payment infrastructure is not necessary , or is , at most , negligible . The 
transaction routing preferences on a per transaction basis , so disclosed systems , methods , and software are integrated into 
as to predict , plan for , and minimize transaction costs , and existing systems and networks and are readily adaptable to 
maximize net profits . It would thus be beneficial to both present and future hard and network infrastructures . In 
merchants and consumers at large to provide a means for 40 practice , merchants ' operations impacted minimally as com 
preserving merchant routing choice when no other alterna- pared to present business practices . For example , the dis 
tive exists in the market today . closed systems , methods , and software require merchants to : 

( i ) request and store multiple tokens for each actual debit 
SUMMARY PAN ; ( ii ) enable token selection based on preferred network 

45 route ; ( iii ) directly or indirectly ( e.g. , via a service provider ) 
The disclosed systems , methods , and associated software access network BIN files to determine secondary network 

enable merchants to maximize their savings and establish token support and provider . 
processes to optimize payment processing to benefit both In practicing the disclosed systems , methods , and soft 
their operations and their customers ' experiences . Mer- ware , merchants may integrate , for example , with 
chants are thereby enabled to have co - resident tokens tied to 50 Discover®'s token service platform ( e.g. , DDX® ) . In such 
a single customer payment account and use those secondary cases , the set up for merchants includes : ( A ) identifying 
tokens to have the choice that they should have under the eligible BINS during card enrollment ( e.g. , via BIN files ) ; 
Durbin Amendment , but currently do not . Merchants are ( B ) establishing token request and lifecycle management 
enabled obtain a token that is not restricted to route to the processes ; ( C ) determining network routing preferences ; and 
global payment network and to route a tokenized stored 55 ( D ) enabling payment system to route according to prefer 
credential transaction to any network enabled to support an 
alternative ( e.g. , secondary ) token . In addition , the disclosed In operation of some embodiments of the disclosed sys 
systems , methods , and software provide a framework for tems , methods , and software , merchant customers / cardhold 
standardization and / or regulatory compliance of payment ers provide their personal and account data to merchant 
processing in market contexts involving both front - of - card 60 e - commerce website interfaces as usual . Customers see their 
brands and back - of - card brands attached to the same pur- masked actual PAN , and have no awareness of tokens . The 
chase card being used in respective transactions . merchants ' databases see a customer's actual PAN name , a 

With the systems , methods , and software disclosed herein , unique token PAN , network routes ( e.g. , Visa® ) , and token 
merchants can , after obtaining a primary token from systems type ( e.g. , primary for Visa® ) . Additionally , with the dis 
associated with the front - of - card brand , obtain a secondary 65 closed systems , methods , and software , the merchant data 
token from a secondary token service provider than can be base sees another ( e.g. , a second ) unique token PAN for the 
used to route transactions to the alternate network ( e.g. , respective actual PAN name , and for another ( e.g. , a sec econd ) 

ences . 
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network route ( e.g. , Pulse® ) , with an associated ( e.g. , alter- a secondary token for a back - of - card brand of the purchase 
nate ) token type for the second unique token PAN . card . The method includes , in response to receiving the 

In a first aspect of the disclosure , a method for provision- purchase or payment request , building , by the merchant 
ing tokens is provided . The method may be implemented in processor , a network route list based on merchant - defined 
a networked computing environment including merchants 5 predetermined network routing preferences . The method 
participating in payment networks . The method includes includes , for the predetermined network routing preferences 
receiving , by a merchant processor , card account data of a indicating a preference for completing the purchase or 
purchase card from a cardholder . The method includes payment transaction using the secondary token : ( a ) select 
determining , by the merchant processor , that the card ing , by the merchant processor , the secondary token for the 
account data includes a multi - token enabled BIN . The 10 purchase or payment request ; ( b ) transmitting , by the mer 
method includes , in response to determining that the card chant processor , an authorization request to a payment 
account data includes the multi - token enabled BIN , receiv- network associated with the secondary token ; and ( c ) receiv 
ing and storing , by the merchant processor and in a merchant ing , by the merchant processor a purchase or payment 
memory , respectively , a primary token associated with a request confirmation . 
front - of - card brand of the purchase card . The method 15 In an embodiment , for the predetermined network routing 
includes , in response to receiving the primary token , trans- preferences indicating the preference for completing the 
mitting , by the merchant processor , a request for a secondary purchase or payment transaction using the secondary token , 
token . The method includes receiving and storing , by the the method of the second aspect may include , before receiv 
merchant processor and in the merchant memory , respec- ing the purchase or payment request confirmation and after 
tively , the secondary token simultaneously with storing the 20 transmitting the authorization request to the payment net 
primary token . work : ( i ) detokenizing , by the payment network associated 

In an embodiment , the receiving and storing step of the with the secondary token ; ( ii ) transmitting , by the payment 
method of the first aspect may include receiving and storing network associated with the secondary token , a rebuilt 
the primary token from a primary token service provider purchase or payment transaction authorization request to an 
( TSP ) . In any of the above embodiments of the method of 25 issuer of the purchase card ; and ( iii ) receiving , by the 
the first aspect , the transmitting may include transmitting the payment network associated with the secondary token , a 
request for the secondary token to a secondary TSP proces- purchase or payment transaction authorization acknowl 
sor of a secondary TSP associated with a back - of - card brand edgement from the issuer . 
of the purchase card . In any of the above embodiments of the method of the 

In any of the above embodiments of the method of the first 30 second aspect , the method may include , in response to 
aspect , the method may include generating and transmitting , receiving the purchase or payment transaction authorization 
by the secondary TSP processor , the secondary token to the acknowledgment , transmitting , by the payment network 
merchant processor in response to receiving the request for associated with the secondary token , the purchase or pay 
the secondary token from the merchant processor . In any of ment request confirmation to the merchant processor . In any 
the above embodiments of the method of the first aspect , the 35 of the above embodiments of the method of the second 
method may include transmitting , by the secondary TSP aspect , for the predetermined network routing preferences 
processor and in response to receiving the request for the indicating the preference for completing the purchase or 
secondary token from the merchant processor , a card payment transaction using the primary token , the method 
account data verification request for verification by a card may include : ( A ) selecting , by the merchant processor , the 
issuer . 40 primary token for the purchase or payment request ; ( B ) 

In any of the above embodiments of the method of the first transmitting , by the merchant processor , an authorization 
aspect , the method may include receiving , by the secondary request to a payment network associated with the primary 
TSP processor , a verification message indicating that the token ; and ( C ) receiving , by the merchant processor , a 
card account data is verified . In any of the above embodi- purchase or payment confirmation from the payment net 
ments of the method of the first aspect , the step of generating 45 work associated with the primary token indicating that the 
and transmitting the secondary token may include generat- purchase or payment transaction for the primary token is 
ing and transmitting the secondary token in response to authorized by an issuer of the purchase card . 
receiving the verification message . In any of the above embodiments of the method of the 

In any of the above embodiments of the method of the first second aspect , the payment network associated with the 
aspect , the purchase card may be a debit card . In any of the 50 primary token may be associated with a payment network 
above embodiments of the method , the primary TSP may be for the front - of - card brand . In any of the above embodiments 
associated with a payment network for the front - of - card of the method of the second aspect , the purchase card may 
brand . In any of the above embodiments of the method of the be a multi - token enabled purchase card . In any of the above 
first aspect , the secondary TSP may be associated with a embodiments of the method of the second aspect , the 
payment network for the back - of - card brand . In any of the 55 purchase card may be a debit card . In any of the above 
above embodiments of the method of the first aspect , the embodiments of the method of the second aspect , the 
secondary TSP may be associated with a debit network for payment network associated with the secondary token may 
the back - of - card brand . be associated with a payment network for the back - of - card 

In a second aspect of the disclosure , a method for pro- brand . In any of the above embodiments of the method of the 
cessing purchase transactions is provided . The method may 60 second aspect , the payment network associated with the 
be implemented in a networked computing environment secondary token may be associated with a debit network for 
including merchants participating in payment networks . The the back - of - card brand 
method includes receiving , by a merchant processor , a In a third aspect of the disclosure , a method for automati 
purchase or payment request from a cardholder , where card cally updating tokenized customer purchase card account 
account data of a purchase card of the cardholder is simul- 65 data is provided . The method may be implemented in a 
taneously stored in a merchant memory as : ( i ) a primary networked computing environment including merchants 
token for a front - of - card brand of the purchase card ; and ( ii ) participating in payment networks . The method includes 

a 
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receiving , by a merchant processor , a life cycle management detailed descriptions and with reference to the attached 
( LCM ) advice for purchase card account data of a card- drawings and the appended claims . 
holder from a network entity having custodial authority over 
the purchase card account data . The method includes , in BRIEF DESCRIPTION OF DRAWINGS 
response to receiving the LCM advice , deleting or suspend- 5 
ing , by the merchant processor , simultaneously stored The present invention will be described in even greater 
tokens associated with the purchase card account data of the detail below based on the exemplary figures . The invention 
cardholder from a merchant memory , where the tokens is not limited to the exemplary embodiments . All features 

described and / or illustrated herein can be used alone or include : ( i ) a primary token for a front - of - card brand of the combined in different combinations in embodiments of the purchase card ; and ( ii ) a secondary token for a back - of - card 10 invention . The features and advantages of various embodi brand of the purchase card . The method includes updating , ments of the present invention will become apparent by by the merchant processor , a customer profile of the card reading the following detailed description with reference to holder stored as data in the merchant memory . the attached drawings which illustrate the following : 
In an embodiment of the method of the third aspect , the FIG . 1 is a schematic diagram of a networked computing 

step of deleting or suspending the simultaneously stored 15 environment for provisioning tokens , processing purchase or 
tokens may include : ( a ) deleting , by the merchant processor , payment transactions , and / or automatically updating token 
the primary token from the merchant memory ; ( b ) in ized purchase card account data of customers of online 
response to deleting the primary token , transmitting , by the merchants participating in payment networks , according to 
merchant processor , an LCM request to a secondary token an embodiment of the disclosure . 
service provider ( TSP ) processor of a secondary TSP asso- 20 FIG . 2A is a block diagram of a software architecture for 
ciated with the secondary token ; ( c ) receiving , by the implementing and / or otherwise facilitating , at least in part , 
merchant processor , an LCM response from the secondary the methods of FIGS . 3 , 5 , and 7 , and the processes of FIGS . 
TSP processor ; and ( d ) deleting , by the merchant processor , 4 , 6 , 8 and 9 , according an embodiment of the disclosure . 
the secondary token from the merchant memory . In any of FIG . 2B is a block diagram of a software architecture for 
the above embodiments of the method of the third aspect , the 25 implementing and / or otherwise facilitating , at least in part , 
network entity may be the cardholder , and step of receiving the methods of FIGS . 3 , 5 , and 7 , and the processes of FIGS . 
the LCM advice may include receiving a request from the 4 , 6 , 8 and 9 , according to an embodiment of the disclosure . 
cardholder to delete or update the purchase card account FIG . 3 is a flow chart of a method for provisioning tokens 
data in the customer profile . In any of the above embodi- in the networked computing environment of FIG . 1 , accord 
ments of the method of the third aspect , the network entity 30 ing to an embodiment of the disclosure . 
may be an issuer of the purchase card , and the step of FIG . 4 is a sequence and state diagram of a token 
receiving the LCM advice may include receiving a notifi- provisioning process implemented by the method of FIG . 4 , 
cation of a cardholder account closure or suspension from according to an embodiment of the disclosure . 
the issuer . FIG . 5 is a flow chart of a method for processing purchase 

In any of the above embodiments of the method of the 35 or payment transactions in the networked computing envi 
third aspect , the method may include deleting , by the ronment of FIG . 1 , according to an embodiment of the 
merchant processor , the purchase card account data from the disclosure . 
customer profile . FIG . 6 is a sequence and state diagram of a process for 

In any of the above embodiments of the method of the purchase or payment transaction processing implemented by 
third aspect , the secondary TSP may be associated with a 40 the method of FIG . 5 , according to an embodiment of the 
payment network for the back - of - card brand . In any of the disclosure . 
above embodiments of the method of the third aspect , the FIG . 7 is a flow chart of a method for automatically 
secondary TSP may be associated with a debit network for updating tokenized purchase card account data of online 
the back - of - card brand . In any of the above embodiments of merchant customers in the networked computing environ 
the method of the third aspect , the purchase card may be a 45 ment of FIG . 1 , according to an embodiment of the disclo 
debit card . In any of the above embodiments of the method 
of the third aspect , the purchase card may be a multi - token FIG . 8 is a sequence diagram and flow chart of a card 
enabled purchase card . holder - initiated process for updating tokenized purchase 
Among other benefits and commercial and technical card account data implemented by the method of FIG . 7 , 

advantages provided by the disclosed systems , methods , and 50 according to an embodiment of the disclosure . 
software , distinguishing primary and alternate token types in FIG . 9 is a sequence diagram and flow chart of an 
the merchant database of token PANs associated with actual issuer - initiated process for updating tokenized purchase card 
PAN names enables merchants to select the network they account data implemented by the method of FIG . 7 , accord 
want to route to and utilize the corresponding token for each ing to an embodiment of the disclosure . 
transaction . Additionally , the disclosed systems , methods , 55 FIG . 10 is a sequence diagram and flow chart of an 
and software enable the back - of - card brand ( e.g. , Pulse® ) to issuer - initiated process for updating tokenized purchase card 
compete for transactions that would not otherwise be feasi account data , according to another embodiment of the dis 
bly or profitably supported due to global payment network closure . 
token use restrictions . The disclosed systems , methods , and FIG . 11 is a block diagram of a processing system for 
software also provide a mechanism for merchants to both 60 implementing the disclosed systems , methods , and software 
participate in network - based token solutions and maintain in the networked computing environment of FIG . 1 , accord 
routing choice . The disclosed systems , methods , and soft- ing to an embodiment of the disclosure . 
ware further enable merchants , cardholders and issuers to 
benefit from higher authorization rates related to token DETAILED DESCRIPTION 
utilization . Additional and related technical and business 65 
benefits and technical effects shall be readily ascertained by FIG . 1 is a schematic diagram of a networked computing 
persons having ordinary skill in the art upon reading of the environment ( 100 ) for provisioning tokens , processing pur 
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chase or payment transactions , and / or automatically updat- mation , which the merchant processor ( 158 ) may encrypt 
ing tokenized purchase card account data ( 142 ) of customers prior to or during the process of storing the purchase card 
( 104 ) of online merchants ( 108 ) participating in payment ( 106 ) information in the customer profile ( 174 ) . Merchant 
( e.g. , debit ) networks , according to an embodiment of the ( 108 ) stores , as data , the card BIN ( 172 ) of the purchase card 
disclosure . Networked computing environment ( 100 ) 5 ( 106 ) in merchant memory ( 166 ) , including , without limi 
includes a plurality of network entities , including a card- tation , in the customer profile ( 174 ) . Merchant memory 
holder ( 104 ) . Cardholder ( 104 ) has possession and / or con- ( 166 ) stores , as data , primary ( 176 ) and secondary ( 178 ) 
trol ( e.g. , custodial control ) over a purchase card ( 106 ) ( e.g. , tokens associated with the purchase card ( 106 ) . In an 
a debit , credit , gift , or stored value card ) and its associated example , merchant ( 108 ) stores , as data , the primary ( 176 ) 
purchase card ( 106 ) account data ( 110 ) . In an example , 10 and secondary ( 178 ) tokens simultaneously in merchant 
cardholder ( 104 ) uses a computing device ( 102 ) to commu- memory ( 166 ) as side - by - side tokens ( 164 ) . In an example , 
nicate and otherwise interact with a website of an online primary ( 176 ) and / or secondary ( 178 ) tokens are created and 
merchant ( 108 ) , including to perform online shopping and stored during or after encryption and / or tokenization of the 
make online purchases of goods and / or services offered by , cardholder's ( 104 ) purchase card ( 106 ) information . In an 
or to otherwise make payments to , merchant ( 108 ) . The 15 example , the purchase card ( 106 ) is a multi - token enabled 
physical card ( 106 ) includes card account data ( 110 ) includ- purchase card ( 106 ) . 
ing a card number , an expiration date , and a card verification Merchant memory ( 166 ) stores , as data , transaction data 
value ( CVV ) number . Online shopping by cardholder ( 104 ) ( 182 ) for purchases and / or payments ( e.g. , installment and / 
using purchase card ( 106 ) enables the cardholder / customer or recurring payments ) of cardholder / customer ( 104 ) . For 
( 104 ) to initiate and complete online purchase transactions at 20 instance , cardholder ( 104 ) selects goods and / or services 
online merchant ( s ) ( 108 ) without having to present the from the offerings of merchant ( 108 ) on their e - commerce 
physical card ( 106 ) . Cardholder ( 104 ) may similarly initiate website . The selections are stored in a virtual shopping cart 
any other payments to merchant ( 108 ) besides for online ( 180 ) , which stores , as data , the identities of selected goods 
shopping and / or non - e - commerce contexts , including , with- and / or services along with their quantity and unit prices and 
out limitation , cardholder ( 104 ) pre - authorized payments 25 any applicable sales tax . To complete a transaction and make 
initiated by merchant ( 108 ) on behalf of cardholder ( 104 ) the purchase , cardholder ( 104 ) checks out and merchant 
( e.g. , installment and / or recurring payments ) . Purchase card ( 108 ) provides ( e.g. , mails and / or makes available for down 
( 106 ) includes a Bank Identification Number ( BIN ) ( 172 ) . In load ) the goods / services after merchant ( 108 ) successfully 
an example , the BIN represents the first 6 to 8 digits of the receives payment from cardholder ( 104 ) for the online 
card number . In another example , the BIN is at least 1 digit 30 purchase . 
long , but less than 6 digits long . In yet another example , the Merchant memory ( 166 ) stores , as data , merchant ( 108 ) 
BIN is longer than 8 digits long , but less than the total defined predetermined network routing preferences ( 170 ) 
number of digits of the card number . In an example , the for purchase and / or payment transactions by cardholders 
purchase card ( 106 ) is a multi - BIN enabled purchase card ( 104 ) . In an example , e - commerce transactions are routed 
( 106 ) . 35 according to the per transaction cost of processing pay 
The networked entities in networked computing environ- ments . For instance , the predetermined network routing 

ment ( 100 ) include one or more merchants ( 108 ) . In an preferences ( 170 ) may specify that routing e - commerce 
example , merchants ( 108 ) are e - commerce merchants that transactions to a secondary token service provider ( TSP ) 
maintain websites on the World Wide Web ( WWW ) for ( 116 ) is less expensive for merchant ( 108 ) as compared to 
offering goods and / or services for sale to cardholders ( 104 ) . 40 routing e - commerce transactions to a primary TSP ( 112 ) . In 
In another example , merchants ( 108 ) are engaged in both an example , the primary TSP ( 112 ) is associated with a 
e - commerce and non - ecommerce transactions ( e.g. , a retail payment network ( 118 ) for a front - of - card brand ( e.g. , 
store having an e - commerce website in addition to “ brick Visa® ) of the purchase card ( 106 ) . In an example , the 
and mortar ” store ( s ) ) . In yet another example , merchants secondary TSP ( 116 ) is associated with a payment ( e.g. , 
( 108 ) receive installment and / or recurring payments ( e.g. , 45 debit ) network ( 119 ) for a back - of - card brand ( e.g. , Pulse® ) 
health club memberships where the merchant stores pur- of the purchase card ( 106 ) . Based on the predetermined 
chase card information one file , but is not necessarily an network routing preferences ( 170 ) , merchant processor 
online e - commerce merchant ) . To these ends , merchant ( 108 ) creates and stores , as data , a network route list ( 173 ) 
( 108 ) utilizes one or more computing and communication in merchant memory ( 166 ) . In an example , merchant pro 
devices . These merchant ( 108 ) systems include one or more 50 cessor ( 108 ) creates and stores , as data , in merchant memory 
merchant processors ( 158 ) in communication with at least ( 166 ) network route list ( 173 ) on a per transaction basis . 
one merchant memory device ( collectively referred to herein The network entities of networked computing environ 
as “ merchant memory ( 166 ) ” ) . In an example , merchant ment ( 100 ) include a card issuer ( 120 ) . Issuer ( 120 ) has 
( 108 ) includes one or more servers ( 162 ) which implement custodial control over account data ( 142 ) of purchase card 
and / or otherwise perform , at least in part , the functionality 55 ( 106 ) and cardholder data ( 138 ) associated with cardholder 
of merchant processor ( 158 ) and / or merchant memory ( 166 ) . ( 104 ) . In an example , issuer ( 120 ) is a bank and cardholder 
Among other purposes directed to commerce operations , ( 104 ) is a banking customer of issuer ( 120 ) . Issuer ( 120 ) 

merchant memory ( 166 ) stores , as data , a customer profile utilizes one or more computing and communication devices . 
( 174 ) of the cardholder / customer ( 104 ) . Cardholder ( 104 ) These issuer ( 120 ) systems include one or more issuer 
enters their personally - identifying information ( PII ) for stor- 60 processors ( 126 ) in communication with at least one issuer 
age in the customer profile ( 174 ) and further to the mer- memory ( 139 ) . In an example , issuer ( 120 ) includes one or 
chant's ( 108 ) commercial purpose . Merchant ( 108 ) may more servers ( 130 ) which implement and / or otherwise per 
instead receive the information for the customer profile form , at least in part , the functionality of issuer processor 
( 174 ) of the cardholder / customer ( 104 ) and then store it in ( 126 ) and / or issuer memory ( 139 ) . 
merchant memory ( 166 ) . The PII includes the cardholder's 65 Among other purposes directed to issuer ( 120 ) operations , 
( 104 ) name , telephone number , and mailing address . The PII issuer memory ( 139 ) stores , as data , the cardholder ( 138 ) 
includes the cardholder's ( 104 ) purchase card ( 106 ) infor- and card account ( 142 ) data of the cardholder ( 104 ) . Issuer 
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( 120 ) stores , as data , a transaction ledger ( 146 ) for the ( 116 ) LCM processes ( 148 ) . In an example , LCM processes 
cardholder's ( 104 ) account , including , without limitation , ( 148 ) are used by secondary TSP processor ( 194 ) to facili 
running list of transactions performed by cardholder ( 104 ) tate updating and / or otherwise changing the secondary 
using purchase card ( 104 ) . Issuer memory ( 139 ) stores data tokens ( 176 ) for associated purchase cards ( 110 ) in response 
for life cycle management ( LCM ) processes ( 150 ) and 5 to changes and / or updates in change of state files ( 154 ) 
change of state files ( 154 ) . In an example , LCM processes stored in issuer memory ( 134 ) and / or in association with 
( 150 ) are used by issuer processor ( 126 ) to facilitate updat- customer profiles ( 174 ) stored in merchant memory ( 166 ) . 
ing and / or otherwise changing the cardholder ( 138 ) and / or Secondary TSP memory ( 140 ) stores , as data , token 
the card account ( 142 ) data stored in issuer memory ( 139 ) . request processes ( 144 ) and network routing preferences 
In an example , the change of state files ( 154 ) contain data 10 ( 152 ) . In an example , network routing preferences ( 152 ) 
related to a status of the purchase card ( 106 ) and or its stored in secondary TSP memory ( 140 ) include the prede 
associated account at issuer ( 120 ) . In an example , for a termined network routing preferences ( 170 ) stored in mer 
particular issued purchase card ( 106 ) , the change of state chant memory ( 166 ) . In an example , secondary TSP pro 
files ( 154 ) contain data representing a status of purchase cessor ( 158 ) updates and / or otherwise changes token request 
card ( 106 ) and / or the associated account of cardholder ( 104 ) 15 ( 144 ) and / or network routing ( 152 ) preferences based on 
at issuer ( 120 ) . For instance , change of state files ( 154 ) corresponding changes made by merchant processor ( 158 ) to 
indicate the status of purchase card ( 106 ) as active , sus- the predetermined network routing preferences ( 170 ) ( e.g. , 
pended , and / or closed . based on variations in per transaction routing and / or pro 

The network entities of networked computing environ- cessing costs ) . 
ment ( 100 ) include a payment service provider ( 122 ) , an 20 The network entities of networked computing environ 
acquirer ( 192 ) , and the primary TSP ( 112 ) . Primary TSP ment ( 100 ) include a Discover® Network ( DN ) account 
( 112 ) utilizes one or more computing and communication updater ( 132 ) . DN account updater ( 132 ) facilitates updating 
devices . These primary TSP ( 112 ) systems include one or secondary tokens ( 178 ) stored in merchant memory ( 166 ) . In 
more primary TSP processors ( 184 ) in communication with an example , utilizing DN account updater ( 132 ) in the 
at least one primary TSP memory ( 188 ) . In an example , 25 networked computing environment ( 100 ) supplants the need 
primary TSP ( 112 ) includes one or more servers ( 186 ) which to utilize secondary TSP ( 116 ) for updating , deleting , or 
implement and / or otherwise perform , at least in part , the otherwise changing the merchant ( 108 ) -stored secondary 
functionality of primary TSP processor ( 184 ) and / or primary tokens ( 178 ) . DN account updater ( 132 ) utilizes one or more 
TSP memory ( 188 ) . computing and communication devices . These DN account 
Among other purposes directed to primary TSP ( 112 ) 30 updater ( 132 ) systems include one or more DN account 

operations , primary TSP memory ( 188 ) stores , as data , updater processors ( 156 ) in communication with at least one 
primary tokens ( 176 ) for purchase cards ( 110 ) of a plurality DN account updater memory ( 168 ) . In an example , DN 
of cardholders ( 104 ) . In an example , primary tokens ( 176 ) account updater ( 132 ) includes one or more servers ( 160 ) 
stored in primary TSP memory ( 188 ) include primary tokens which implement and / or otherwise perform , at least in part , 
( 176 ) stored in merchant memory ( 166 ) . In addition to 35 the functionality of DN account updater processor ( 156 ) 
storing primary tokens ( 176 ) , primary TSP memory ( 188 ) and / or DN account updater memory ( 168 ) . 
may store purchase card ( 110 ) information of cardholders Among other purposes directed to DN account updater 
( 104 ) . Primary TSP memory ( 188 ) stores data for primary ( 132 ) operations , DN account updater memory ( 168 ) stores , 
TSP ( 112 ) LCM processes ( 190 ) . In an example , LCM as data , the change of state files ( 154 ) received , from time to 
processes ( 190 ) are used by primary TSP processor ( 126 ) to 40 time , from issuer ( 120 ) . DN account updater memory ( 168 ) 
facilitate updating and / or otherwise changing the primary stores data for life cycle management ( LCM ) processes 
tokens ( 176 ) for associated purchase cards ( 110 ) in response ( 198 ) and the change of state files ( 154 ) received from issuer 
to changes and / or updates in change of state files ( 154 ) ( 120 ) . In an example , LCM processes ( 198 ) are used by DN 
stored in issuer memory ( 134 ) and / or in association with account updater processor ( 156 ) to facilitate updating and / or 
customer profiles ( 174 ) stored in merchant memory ( 166 ) . 45 otherwise changing ( e.g. , suspending and / or deleting ) sec 

The network entities of networked computing environ- ondary tokens ( 178 ) stored in merchant memory ( 166 ) and 
ment ( 100 ) include the secondary TSP ( 116 ) . Secondary TSP associated with purchase cards ( 106 ) . 
( 116 ) utilizes one or more computing and communication In an example , issuers ( 120 ) participate in PULSE? 
devices . These secondary TSP ( 116 ) systems include one or account updating using DN account updater ( 132 , thus 
more secondary TSP processors ( 194 ) in communication 50 enabling PULSE® to maintain token / PAN mapping . In an 
with at least one secondary TSP memory ( 140 ) . In an example , merchants ( 108 ) continue to participate in account 
example , secondary TSP ( 116 ) includes one or more servers updater services of global ( e.g. , front - of - card ) brands , either 
( 136 ) which implement and / or otherwise perform , at least in instead of , or in addition to , the DN account updater ( 132 ) 
part , the functionality of secondary TSP processor ( 194 ) based process . 
and / or secondary TSP memory ( 140 ) . Processors of the above - described network entities of 
Among other purposes directed to secondary TSP ( 116 ) networked computing environment ( 100 ) may be located in 

operations , secondary TSP memory ( 140 ) stores , as data , the networked computing environment ( 100 ) . Processors of 
secondary tokens ( 178 ) for purchase cards ( 110 ) of a plu- the network entities may be located remote from networked 
rality of cardholders ( 104 ) . In an example , secondary TSP computing environment ( 100 ) . In another example , network 
( 116 ) stores the secondary tokens ( 178 ) in secondary TSP 60 computing environment ( 100 ) processors may be located 
memory ( 140 ) as a token vault ( 128 ) . In an example , both in networked computing environment ( 100 ) and remote 
secondary tokens ( 178 ) stored in secondary TSP memory from networked computing environment ( 100 ) . Processors 
( 140 ) include at least one of those secondary tokens ( 176 ) of the network entities may be included in one or more 
stored in merchant memory ( 166 ) . In addition to storing servers ( e.g. , as shown in FIG . 1 ) and / or other suitable 
secondary tokens ( 178 ) , secondary TSP memory ( 140 ) may 65 network appliances and / or computing devices , including , 
store purchase card ( 110 ) information of cardholders ( 104 ) . without limitation , as part of a blockchain - based architec 
Secondary TSP memory ( 140 ) stores data for secondary TSP ture . Similarly , memory devices of the above - described 
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network entities of networked computing environment ( 100 ) environment ( 100 ) communication using network ( 114 ) 
may be located in the networked computing environment includes a combination of wireless and wired communica 
( 100 ) . Memory devices ( 304 ) of the network entities may be tion equipment and protocols . In an example , networked 
located remote from networked computing environment computing environment ( 100 ) communication using net 
( 100 ) . In another example , network computing environment 5 work ( 114 ) includes wireless and / or wired communication 
( 100 ) memory devices may be located both in networked equipment and protocols for utilizing cloud - based data pro 
computing environment ( 100 ) and remote from networked cessing , data storage , and / or data communication resources . 
computing environment ( 100 ) . Memory devices of the net- In an example , networked computing environment ( 100 ) 
work entities may be included in one or more servers ( e.g. , includes one or more users ( not shown in FIG . 1 ) who 
as shown in FIG . 1 ) and / or other suitable network appliances 10 perform and / or otherwise facilitate , at least in part , opera 
and / or computing devices , including , without limitation , as tions and / or steps of the methods described below . User ( s ) 
part of a blockchain - based architecture . In an example , in networked computing environment ( 100 ) may include 
processors and memory devices of network entities of human user ( s ) , user ( s ) composed of computing resources , 
networked computing environment ( 100 ) are situated , and and / or combinations thereof . In an example , user ( s ) include 
operate , in a distributed network architecture . In another 15 user groups ( e.g. , network groups ) having operational and / or 
example , processors and memory devices of the disclosed use authorization limited to one or more , but less than the 
network entities are situated , and operate , in a centralized total number of network entities in networked computing 
network architecture . In the embodiments disclosed herein , environment ( 100 ) . 
processors of the above - described network entities are pro- FIG . 3 is a flow chart of a method ( e.g. , method ( 240 ) ) for 
grammed , and respective memory devices are configured , to 20 provisioning tokens ( e.g. , primary ( 176 ) and / or secondary 
implement and / or otherwise perform , at least in part , one or ( 178 ) tokens ) in a networked computing environment ( e.g. , 
more of the disclosed steps of the methods described below , networked computing environment ( 100 ) ) including mer 
including , without limitation , using networked computing chants ( 108 ) participating in payment ( e.g. , debit ) networks . 
environment ( 100 ) . Referring to FIGS . 1-3 , method 240 includes receiving 
FIGS . 2A and 2B are block diagrams of software archi- 25 ( 242 ) , by a merchant processor ( 158 ) , card account data 

tectures for implementing and / or otherwise facilitating , at ( 110 ) of a purchase card ( 106 ) from a cardholder ( 104 ) . In 
least in part , any or all of the below - described methods of embodiments for which the receiving ( 242 ) step is imple 
FIGS . 3 , 5 , and 7 , and processes of FIGS . 4 , 6 , and 8 , mented and / or otherwise facilitated by software ( 601a ) , the 
including , without limitation , using networked computing merchant processor ( s ) ( 158 ) execute processor - executable 
environment ( 100 ) , according to an embodiment of the 30 instructions stored in a receiving module ( 604 ) . 
disclosure . In an example , memory device ( s ) ( e.g. , 144 and Method ( 240 ) includes determining ( 244 ) , by the mer 
166 ) of the above - described network entities of networked chant processor ( 158 ) , that the card account data ( 110 ) 
computing environment ( 100 ) include at least one non- includes a multi - token enabled BIN ( 172 ) . In embodiments 
transient computer - readable medium ( e.g. , 600a and 6006 ) . for which the determining ( 244 ) step is implemented and / or 
Non - transient computer - readable medium stores as software 35 otherwise facilitated by software ( 601a ) , the merchant pro 
( e.g. , 601a and 6016 ) processor - executable instructions for cessor ( s ) ( 158 ) execute processor - executable instructions 
implementing and / or otherwise facilitating , at least in part , stored in a determining module ( 606 ) . Method ( 240 ) 
the disclosed steps of any or all of the methods and processes includes receiving and storing ( 246 ) , by the merchant pro 
described below , including , without limitation , using net- cessor ( 158 ) and in the merchant memory ( 166 ) , respec 
worked computing environment ( 100 ) . In an example , pro- 40 tively , the primary token ( 176 ) associated with the front - of 
cessor - executable instructions stored as software ( 601a and card brand of the purchase card ( 106 ) . In an embodiment , the 
601b ) include one or more software modules ( e.g. , 602a and merchant processor ( 158 ) performs the receiving and storing 
602b ) . When executed by the processor ( s ) of the above- ( 246 ) step in method ( 240 ) in response to determining ( 244 ) 
described network entities of networked computing envi- that the card account data ( 110 ) includes the multi - token 
ronment ( 100 ) ( e.g. , one or more of : processor 126 , 156 , 45 enabled BIN ( 172 ) . In an embodiment , the receiving and 
158 , 184 , and 194 ) that are in communication with memory storing ( 246 ) step includes receiving and storing ( 246 ) the 
device ( s ) ( e.g. , one or more of : memory 139 , 140 , 166 , 168 , primary token ( 176 ) from the primary TSP ( 112 ) . In embodi 
and 188 ) , the processor - executable instructions cause the ments for which the receiving and / or storing ( 246 ) step ( s ) 
one or more processors to implement and / or otherwise is / are implemented and / or otherwise facilitated by software 
perform , at least in part , one or more of the steps of any or 50 ( 601a ) , the merchant processor ( s ) ( 158 ) execute processor 
all of the below - described methods and processes , including , executable instructions stored in receiving ( 608 ) and / or 
without limitation , using networked computing environment storing ( 610 ) module ( s ) . 
( 100 ) . Method ( 240 ) includes transmitting ( 248 ) , by the mer 

In networked computing environment ( 100 ) , memory chant processor ( 158 ) , a request for a secondary token ( 178 ) . 
devices ( e.g. , 139 , 140 , 166 , 168 , and 188 ) and processors 55 In an embodiment , the merchant processor ( 158 ) performs 
( e.g. , 126 , 156 , 158 , 184 , and 194 ) are in communication the transmitting ( 248 ) step in method ( 240 ) in response to 
with one another via , and communicate with one another receiving ( 246 ) the primary token ( 176 ) . In an embodiment , 
using electrical , electromagnetic , magnetic , optical , and / or the transmitting ( 248 ) step includes transmitting ( 248 ) the 
other suitable signals ( e.g. , encoded data signals ) transmitted request for the secondary token ( 178 ) to the secondary TSP 
and / or received through , a network ( 114 ) . In an example , 60 processor ( 194 ) of the secondary TSP ( 116 ) associated with 
network ( 114 ) is , or includes , the Internet . In an example , the back - of - card brand of the purchase card ( 106 ) . In 
networked computing environment ( 100 ) communication embodiments for which the transmitting ( 248 ) step is imple 
using network ( 114 ) includes wireless communication mented and / or otherwise facilitated by software ( 601a ) , the 
equipment and protocols . In another example , networked merchant processor ( s ) ( 158 ) execute processor - executable 
computing environment ( 100 ) communication using net- 65 instructions stored in a transmitting module ( 611 ) . 
work ( 114 ) includes wired communication equipment and Method ( 240 ) includes receiving and storing ( 252 ) , by the 
protocols . In yet another example , networked computing merchant processor ( 158 ) and in the merchant memory 
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( 166 ) , respectively , the secondary token ( 178 ) simultane- FIG . 4 is a sequence and state diagram of a token 
ously with storing ( 246 ) the primary token ( 176 ) . In an provisioning process ( e.g. , process ( 300 ) ) implemented by 
embodiment , the primary token ( 176 ) is received and stored the method of FIG . 4 ( e.g. , method ( 240 ) ) , according to an 
( 246 ) in merchant memory ( 166 ) prior to the secondary embodiment of the disclosure . Process ( 300 ) begins with a 
token ( 178 ) being received and stored ( 252 ) in merchant 5 start state ( 302 ) and proceeds to block ( 304 ) , which is 
memory ( 166 ) . By receiving and storing ( 252 ) the secondary performed by cardholder ( 104 ) . In block ( 304 ) , cardholder 
token ( 178 ) simultaneously with storing ( 246 ) the primary ( 104 ) adds his or her card account data ( 142 ) to the customer 
token ( 176 ) , the result is that the primary ( 176 ) and second- profile ( 174 ) of the merchant ( 108 ) website . Alternatively , 
ary ( 178 ) are both stored in merchant memory ( 166 ) as the cardholder ( 104 ) may provide the card account data 
co - existent , side - by - side tokens ( 164 ) . The primary ( 176 ) 10 ( 142 ) to the merchant ( 108 ) through channels other than a 
and secondary ( 178 ) may be stored in merchant memory merchant ( 108 ) website , and merchant ( 108 ) store that 
( 166 ) as side - by - tokens ( 164 ) regardless of the order in information in merchant memory ( 166 ) and / or elsewhere . 
which the primary ( 176 ) and secondary ( 178 ) tokens are From block ( 304 ) , process ( 300 ) proceeds to block ( 306 ) , 
received by the merchant processor ( 158 ) . In some which is performed by merchant ( 108 ) . In block ( 306 ) , 
examples , the primary ( 176 ) and secondary ( 178 ) tokens 15 merchant processor ( 158 ) reads the card BIN ( 172 ) . From 
may both be received substantially simultaneously by the block ( 306 ) , process ( 300 ) proceeds to logic branch ( 308 ) , 
merchant processor ( 158 ) , with the result being the same also performed by merchant ( 108 ) . In branch ( 308 ) , mer 
namely , simultaneous storage of primary ( 176 ) and second- chant processor ( 158 ) determines if the card BIN ( 172 ) read 
ary ( 178 ) tokens as side - by - side tokens ( 164 ) in the mer- in block ( 306 ) is a multi - token enabled BIN ( 172 ) . If 
chant memory ( 166 ) . In embodiments for which the 20 merchant processor ( 158 ) determines in branch ( 308 ) that 
receiving and / or storing ( 252 ) step is / are implemented and / the card BIN ( 172 ) is not multi - token enabled , then process 
or otherwise facilitated by software ( 601a ) , the merchant ( 300 ) proceeds to an end state ( 310 ) . 
processor ( s ) ( 158 ) execute processor - executable instructions If merchant processor ( 158 ) determines in branch ( 308 ) 
stored in receiving ( 612 ) and / or storing ( 614 ) module ( s ) . that the card BIN ( 172 ) is multi - token enabled , process ( 300 ) 

In an embodiment , method ( 240 ) includes generating and 25 proceeds to block ( 312 ) , also performed by merchant ( 108 ) . 
transmitting ( 250 ) , by the secondary TSP processor ( 194 ) , In block ( 312 ) , merchant processor ( 158 ) sends a token 
the secondary token ( 178 ) to the merchant processor ( 158 ) . request ( e.g. , a request for the primary token ( 176 ) ) to the 
In an embodiment , the secondary TSP processor ( 194 ) primary TSP ( 112 ) . From block ( 312 ) , process ( 300 ) pro 
generates and transmits ( 250 ) the secondary token ( 178 ) to ceeds to block ( 313 ) , which is performed by primary TSP 
the merchant processor ( 158 ) in response to receiving the 30 ( 112 ) . In block ( 313 ) , primary TSP processor ( 184 ) pro 
request for the secondary token ( 178 ) from the merchant cesses the token request received from the merchant ( 108 ) . 
processor ( 158 ) . In embodiments for which the generating From block ( 313 ) , process ( 300 ) proceeds to block ( 314 ) , 
and / or transmitting ( 250 ) step is / are implemented and / or which is performed by the selected network ( 124 ) ( e.g. , 
otherwise facilitated by software ( 601b ) , the secondary TSP primary ( 112 ) or secondary ( 116 ) TSP , selected based on the 
processor ( s ) ( 194 ) execute processor - executable instructions 35 predetermined network routing preferences ( 170 ) ) . In block 
stored in generating ( 615 ) and / or transmitting ( 617 ) ( 314 ) , the selected network ( 124 ) receives transaction infor 
module ( s ) . mation from primary TSP ( 184 ) . From block ( 314 ) , process 

In an embodiment , method ( 240 ) includes transmitting ( 300 ) proceeds to block ( 315 ) , which is performed by the 
( 253 ) , by the secondary TSP processor ( 194 ) , a card account selected network ( 124 ) . In block ( 315 ) , the selected network 
data ( 110 ) verification request for verification by a card 40 ( 124 ) transmits the transaction information to the purchase 
issuer ( 120 ) . In an embodiment , the secondary TSP proces- card ( 106 ) issuer ( 120 ) . From block ( 315 ) , process ( 300 ) 
sor ( 194 ) transmits ( 253 ) the card account data ( 110 ) veri- proceeds to block ( 316 ) , which is performed by the purchase 
fication request in response to receiving the request for the card ( 106 ) issuer ( 120 ) . In block ( 316 ) , issuer processor 
secondary token ( 178 ) from the merchant processor ( 158 ) . ( 126 ) verifies the cardholder ( 104 ) account ( e.g. , the account 
As described below with reference to FIG . 5 , the secondary 45 data ( 142 ) associated with the primary token ( 176 ) ) . From 
TSP processor ( 194 ) may , in fact , transmit ( 253 ) the card block ( 316 ) , process ( 300 ) proceeds to logic branch ( 317 ) , 
account data ( 110 ) verification request indirectly to issuer also performed by issuer ( 120 ) . In branch ( 317 ) , issuer ( 120 ) 
( 120 ) by way of the selected network ( 124 ) ( e.g. , primary ( e.g. , using issuer processor ( 126 ) ) determines if the card 
( 112 ) or secondary ( 116 ) TSP , selected based on the prede- holder ( 104 ) account is verified . If issuer processor ( 126 ) 
termined network routing preferences ( 170 ) ) , and this veri- 50 determines in branch ( 317 ) that the cardholder ( 104 ) account 
fication request may be transmitted in conjunction with a is not verified , then process ( 300 ) proceeds to end state 
token processing request to issuer ( 120 ) . In embodiments for ( 310 ) . 
which the transmitting ( 253 ) step is implemented and / or If issuer ( 120 ) determines in branch ( 317 ) that the card 
otherwise facilitated by software ( 601b ) , the secondary TSP holder ( 104 ) account is verified , process ( 300 ) proceeds to 
processor ( s ) ( 194 ) execute processor - executable instructions 55 block ( 318 ) , which is performed by the selected network 
stored in a transmitting module ( 619 ) . ( 124 ) . In block ( 318 ) , the selected network ( 124 ) receives 

In an embodiment , method ( 240 ) includes receiving account verification from issuer ( 120 ) . From block ( 318 ) , 
( 254 ) , by the secondary TSP processor ( 194 ) , a verification process ( 300 ) proceeds to block ( 319 ) , which is performed 
message indicating that the card account data ( 110 ) is by the selected network ( 124 ) . In block ( 319 ) , the selected 
verified . In embodiments for which the receiving ( 254 ) step 60 network ( 124 ) transmits the account verification to the 
is implemented and / or otherwise facilitated by software primary TSP ( 112 ) . In block ( 320 ) , primary TSP processor 
( 6016 ) , the secondary TSP processor ( s ) ( 194 ) execute pro- ( 184 ) generates and / or provisions the primary token ( 176 ) . 
cessor - executable instructions stored in a receiving module From block ( 320 ) , process ( 300 ) proceeds to block ( 322 ) , 
( 621 ) . In an embodiment , the step of generating and trans- which is performed by merchant ( 108 ) . In block ( 322 ) , 
mitting ( 250 ) the secondary token ( 178 ) includes generating 65 merchant processor ( 158 ) stores the primary token ( 176 ) in 
and transmitting ( 250 ) the secondary token ( 178 ) in response merchant memory ( 166 ) . From block ( 322 ) , process ( 300 ) 
to receiving ( 254 ) the verification message . proceeds to block ( 324 ) , also performed by merchant ( 108 ) . 
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In block ( 324 ) , merchant processor ( 158 ) sends a token For the predetermined network routing preferences ( 170 ) 
request ( e.g. , a request for the secondary token ( 178 ) ) to the indicating a preference for completing the purchase or 
secondary TSP ( 116 ) . From block ( 324 ) , process ( 300 ) payment transaction using the secondary token ( 178 ) , 
proceeds to block ( 326 ) , which is performed by secondary method ( 260 ) includes selecting ( 266 ) , by the merchant 
TSP ( 116 ) . In block ( 326 ) , secondary TSP processor ( 194 ) 5 processor ( 158 ) , the secondary token ( 178 ) for the purchase 
processes the token request received from merchant ( 108 ) . or payment request . In embodiments for which the selecting 

From block ( 326 ) , process ( 300 ) proceeds to block ( 327 ) , ( 266 ) step is implemented and / or otherwise facilitated by 
which is performed by the selected network ( 124 ) . In block software ( 601a ) , the merchant processor ( s ) ( 158 ) execute 
( 327 ) , the selected network ( 124 ) receives , and then trans- processor - executable instructions stored in a selecting mod 
mits , the transaction information to the purchase card ( 106 ) ule ( 626 ) . In a use case , the merchant processor ( s ) ( 158 ) 
issuer ( 120 ) . From block ( 327 ) , process ( 300 ) proceeds to interrogate every purchase or payment transaction as to 
block ( 328 ) , which is performed by issuer ( 120 ) . In block whether it will be routed to the primary ( e.g. , Mastercard® ) 
( 328 ) , issuer processor ( 126 ) verifies the cardholder ( 104 ) or secondary ( e.g. , Pulse® ) network . For the predetermined 
account ( e.g. , the account data ( 142 ) associated with the 15 network routing preferences ( 170 ) indicating the preference 
secondary token ( 178 ) ) . From block ( 328 ) , process ( 300 ) for completing the purchase or payment transaction using 
proceeds to logic branch ( 330 ) , also performed by issuer the secondary token ( 178 ) , method ( 260 ) includes transmit 
( 120 ) . In branch ( 330 ) , issuer processor ( 126 ) determines if ting ( 268 ) , by the merchant processor ( 158 ) , an authorization 
the cardholder ( 104 ) account is verified . If issuer processor request to a payment ( e.g. , debit ) network ( 119 ) associated 
( 126 ) determines in branch ( 330 ) that the cardholder ( 104 ) 20 with the secondary token ( 178 ) . In an example , this autho 
account not verified , then process ( 300 ) proceeds to end rization request is transmitted ( 268 ) to secondary TSP pro 
state ( 310 ) cessor ( 194 ) . In embodiments for which the transmitting 

If issuer processor ( 126 ) determines in branch ( 330 ) that ( 268 ) step is implemented and / or otherwise facilitated by 
the cardholder ( 104 ) account is verified , process ( 300 ) software ( 601a ) , the merchant processor ( s ) ( 158 ) execute 
proceeds to block ( 331 ) , which is performed by the selected 25 processor - executable instructions stored in a transmitting 
network ( 124 ) . In block ( 331 ) , the selected network ( 124 ) module ( 628 ) . For the predetermined network routing pref 
receives , and then transmits , the account verification to the erences ( 170 ) indicating the preference for completing the 
secondary TSP ( 116 ) . From block ( 331 ) , process ( 300 ) purchase or payment transaction using the secondary token 
proceeds to block ( 332 ) , which is performed by secondary ( 178 ) , method ( 260 ) includes receiving ( 271 ) , by the mer 
TSP ( 116 ) . In block ( 332 ) , secondary TSP processor ( 194 ) 30 chant processor ( 158 ) , an purchase or payment request 
generates and / or provisions the secondary token ( 178 ) . From confirmation . In embodiments for which the receiving ( 271 ) 
block ( 332 ) , process ( 300 ) proceeds to block ( 334 ) , which is step is implemented and / or otherwise facilitated by software 
performed by merchant ( 108 ) . In block ( 334 ) , merchant ( 601a ) , the merchant processor ( s ) ( 158 ) execute processor 
processor ( 158 ) stores the secondary token ( 178 ) in mer- executable instructions stored in a receiving module ( 630 ) . 
chant memory ( 166 ) ( e.g. , as side - by - side tokens ( 164 ) with 35 In an embodiment , for the predetermined network routing 
primary token ( 176 ) ) . From block ( 334 ) , process ( 300 ) preferences ( 170 ) indicating the preference for completing 
proceeds to end state ( 310 ) . the purchase or payment transaction using the secondary 

FIG . 5 is a flow chart of a method ( e.g. , method ( 260 ) ) for token ( 178 ) , the method ( 260 ) also includes detokenizing 
processing purchase and / or payment transactions in a net- ( 270 ) , by the payment network ( 119 ) associated with the 
worked computing environment ( e.g. , networked computing 40 secondary token ( 178 ) , the secondary token ( 178 ) . In an 
environment ( 100 ) ) including merchants ( 108 ) participating example , the detokenizing ( 270 ) step is performed in 
in payment ( e.g. , debit ) networks . Referring to FIGS . 1 , 2 , method ( 260 ) before receiving ( 271 ) the purchase or pay 
and 5 , method ( 260 ) includes receiving ( 262 ) , by merchant ment request confirmation and after transmitting ( 268 ) the 
processor ( 158 ) , a purchase ( e.g. , checkout ) or payment authorization request to the payment network ( 119 ) associ 
request from a cardholder / customer ( 104 ) ( or . alternatively , 45 ated with the secondary token ( 178 ) . In an example , the 
from merchant ( 108 ) that is pre - authorized by cardholder secondary TSP processor ( 194 ) detokenizes ( 270 ) the sec 
( 104 ) ) . In an embodiment , method ( 260 ) includes simulta- ondary token ( 178 ) . In embodiments for which the detoken 
neously storing , by the merchant processor ( 158 ) , the card izing ( 270 ) step is implemented and / or otherwise facilitated 
account data ( 110 ) as : ( i ) the primary token ( 176 ) for the by software ( 6016 ) , the secondary TSP processor ( s ) ( 194 ) 
front - of - card brand of the purchase card ( 106 ) ; and ( ii ) the 50 execute processor - executable instructions stored in a deto 
secondary token ( 178 ) for the back - of - card brand of the kenizing module ( 631 ) . 
purchase card ( 106 ) . In embodiments for which the receiv- In an embodiment , for the predetermined network routing 
ing ( 262 ) step is implemented and / or otherwise facilitated by preferences ( 170 ) indicating the preference for completing 
software ( 601a ) , the merchant processor ( s ) ( 158 ) execute the purchase or payment transaction using the secondary 
processor - executable instructions stored in a receiving mod- 55 token ( 178 ) , the method ( 260 ) also includes transmitting 
ule ( 622 ) . ( 272 ) , by the payment network ( 119 ) associated with the 

Method ( 260 ) includes building ( 264 ) , by the merchant secondary token ( 178 ) , a rebuilt purchase or payment trans 
processor ( 158 ) , network route list ( 173 ) based on merchant action authorization request to an issuer ( 120 ) of the pur 
( 108 ) -defined predetermined network routing preferences chase card ( 106 ) . In an example , the transmitting ( 272 ) step 
( 170 ) . In an embodiment , merchant processor ( 158 ) per- 60 is performed in method ( 260 ) before receiving ( 271 ) the 
forms the building ( 264 ) step in method ( 260 ) in response to purchase or payment request confirmation and after trans 
receiving ( 262 ) the purchase or payment request from the mitting ( 268 ) the authorization request to the payment 
cardholder ( 104 ) . In embodiments for which the building network ( 119 ) associated with the secondary token ( 178 ) . In 
( 264 ) step is implemented and / or otherwise facilitated by an example , the secondary TSP processor ( 194 ) transmits 
software ( 601a ) , the merchant processor ( s ) ( 158 ) execute 65 ( 272 ) the rebuilt purchase or payment transaction authori 
processor - executable instructions stored in a building mod- zation request to the issuer ( 120 ) . In embodiments for which 
ule ( 624 ) . the transmitting ( 272 ) step is implemented and / or otherwise 
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facilitated by software ( 6016 ) , the secondary TSP with the primary token ( 176 ) indicates ( e.g. , to the merchant 
processor ( s ) ( 194 ) execute processor - executable instructions processor ( 158 ) ) that the purchase or payment transaction 
stored in a transmitting module ( 633 ) . for the primary token ( 176 ) is authorized by the issuer ( 120 ) 

In an embodiment , for the predetermined network routing of the purchase card ( 106 ) . In an example , merchant pro 
preferences ( 170 ) indicating the preference for completing 5 cessor ( s ) ( 158 ) receive ( 279 ) this purchase or payment 
the purchase or payment transaction using the secondary request confirmation from the primary TSP ( 112 ) . In 
token ( 178 ) , the method ( 260 ) also includes receiving ( 274 ) , embodiments for which the receiving ( 279 ) step is imple 
by the payment network ( 119 ) associated with the secondary mented and / or otherwise facilitated by software ( 601a ) , the 
token ( 178 ) , a purchase or payment transaction authorization merchant processor ( s ) ( 158 ) execute processor - executable 
acknowledgement from the issuer ( 120 ) . In an example , the 10 instructions stored in a receiving module ( 642 ) . 
receiving ( 274 ) step is performed in method ( 260 ) before FIG . 6 is a sequence and state diagram of a process ( e.g. , 
receiving ( 271 ) the purchase or payment request confirma- process ( 500 ) ) for purchase and / or payment transaction 
tion and after transmitting ( 268 ) the authorization request to processing implemented by the method of FIG . 5 ( e.g. , 
the payment network ( 119 ) associated with the secondary method ( 260 ) ) , according to an embodiment of the disclo 
token ( 178 ) . In an example , the secondary TSP processor 15 sure . Process ( 500 ) begins with a start state ( 502 ) and 
( 194 ) receives ( 274 ) the purchase or payment transaction proceeds to block ( 504 ) , which is performed by cardholder 
authorization acknowledgement from the issuer ( 120 ) . In ( 104 ) . In block ( 504 ) , cardholder ( 104 ) ( or , alternatively , 
embodiments for which the receiving ( 274 ) step is imple- merchant ( 108 ) that is pre - authorized by cardholder ( 104 ) ) , 
mented and / or otherwise facilitated by software ( 6016 ) , the initiates a purchase or payment process after , for example 
secondary TSP processor ( s ) ( 194 ) execute processor - execut- 20 and without limitation , selecting goods and / or services 
able instructions stored in a receiving module ( 635 ) . offered for sale on a merchant ( 108 ) online shopping website 

In an embodiment , method ( 260 ) includes transmitting and adding the selected items to the shopping cart ( 180 ) . 
( 275 ) , by the payment network ( 119 ) associated with the From block ( 504 ) , process ( 500 ) proceeds to block ( 506 ) , 
secondary token ( 178 ) , the purchase or payment request which is performed by merchant ( 108 ) . In block ( 506 ) , 
confirmation to the merchant processor ( 158 ) . In an 25 merchant processor ( 158 ) builds the network route list . From 
example , the transmitting ( 275 ) step is performed in method block ( 506 ) , process ( 500 ) proceeds to block ( 508 ) , also 
( 260 ) in response to the payment network ( 119 ) associated performed by merchant ( 108 ) . In block ( 508 ) , merchant 
with the secondary token ( 178 ) receiving ( 274 ) the purchase processor ( 508 ) selects a token ( e.g. , one of the primary 
or payment transaction authorization acknowledgment from ( 176 ) and secondary ( 178 ) tokens stored as side - by - side 
issuer ( 120 ) . In an example , the secondary TSP processor 30 tokens ( 164 ) in merchant memory ( 166 ) ) based on routing 
( 194 ) transmits ( 275 ) the purchase or payment request preferences ( e.g. , based on the predetermined network rout 
confirmation to the merchant processor ( 158 ) . In embodi- ing preferences ( 170 ) . 
ments for which the transmitting ( 275 ) step is implemented From block ( 508 ) , process ( 500 ) proceeds block ( 510 ) , 
and / or otherwise facilitated by software ( 6016 ) , the second- also performed by merchant ( 108 ) . In block ( 510 ) , merchant 
ary TSP processor ( s ) ( 194 ) execute processor - executable 35 processor ( 158 ) sends an authorization request to the 
instructions stored in a transmitting module ( 637 ) . selected network ( 124 ) ( e.g. , primary ( 112 ) or secondary 

In an embodiment , for the predetermined network routing ( 116 ) TSP , selected based on the predetermined network 
preferences ( 170 ) indicating the preference for completing routing preferences ( 170 ) ) . From block ( 510 ) , process ( 500 ) 
the purchase or payment transaction using the primary token proceeds to block ( 512 ) , which is performed by the selected 
( 176 ) , method ( 260 ) further includes selecting ( 276 ) , by the 40 network ( 124 ) . In block ( 512 ) , processor ( s ) of the selected 
merchant processor ( 158 ) , the primary token ( 176 ) for the network ( 124 ) ( e.g. , primary ( 184 ) or secondary ( 194 ) TSP 
purchase or payment request . In embodiments for which the processor ) create and / or send a detokenize request to the 
selecting ( 276 ) step is implemented and / or otherwise facili- token vault ( 127 or 128 , as shown in FIG . 1 ) . From block 
tated by software ( 601a ) , the merchant processor ( s ) ( 158 ) ( 512 ) , process ( 500 ) proceeds to block ( 514 ) , which is 
execute processor - executable instructions stored in a select- 45 implemented , at least in part , by token vault ( 127 or 128 ) . In 
ing module ( 638 ) . block ( 514 ) , the primary ( 176 ) token or the secondary ( 178 ) 

In an embodiment , for the predetermined network routing token is detokenized ( e.g. , by primary ( 184 ) or secondary 
preferences ( 170 ) indicating the preference for completing ( 194 ) TSP processor ) in response to the detokenize request 
the purchase or payment transaction using the primary token received from the selected network ( 124 ) . In an embodi 
( 176 ) , method ( 260 ) further includes transmitting ( 277 ) , by 50 ment , in block ( 514 ) , a response to the detokenize request of 
the merchant processor ( 158 ) , an authorization request to a block ( 512 ) includes an encrypted message . In an example , 
payment network ( 118 ) associated with the primary token the network routing logic function ( s ) of , for instance , pro 
( 176 ) . In an example , merchant processor ( s ) ( 158 ) transmit cess ( 500 ) , moves from the acquirer ( 192 ) to the merchant 
( 277 ) this authorization request to the primary TSP ( 112 ) . In ( 108 ) wallet provider / e - commerce platform . 
embodiments for which the transmitting ( 277 ) step is imple- 55 From block ( 516 ) , process ( 500 ) proceeds to block ( 516 ) , 
mented and / or otherwise facilitated by software ( 601a ) , the which is performed by the selected network ( 124 ) . In block 
merchant processor ( s ) ( 158 ) execute processor - executable ( 516 ) , selected network ( 124 ) processor ( e.g. , primary ( 184 ) 
instructions stored in a transmitting module ( 640 ) . or secondary ( 194 ) TSP processor ) rebuilds ( e.g. , decrypts ) 

In an embodiment , for the predetermined network routing the message and sends an authorization request to the issuer 
preferences ( 170 ) indicating the preference for completing 60 ( 120 ) . From block ( 516 ) , process ( 500 ) proceeds to block 
the purchase or payment transaction using the primary token ( 518 ) , which is performed by issuer ( 120 ) . In block ( 518 ) , 
( 176 ) , method ( 260 ) further includes receiving ( 279 ) , by the issuer processor ( 126 ) authorizes the purchase or payment 
merchant processor ( 158 ) , a purchase or payment request transaction between the cardholder ( 104 ) and the merchant 
confirmation from the payment network ( 118 ) associated ( 108 ) , which involves the purchase card ( 106 ) . From block 
with the primary token ( 176 ) . In an example , the purchase or 65 ( 518 ) , process ( 500 ) proceeds to logic branch ( 520 ) , which 
payment request confirmation received by the merchant is performed by issuer ( 120 ) . In branch ( 520 ) , issuer pro 
processor ( 158 ) from the payment network ( 118 ) associated cessor ( 126 ) determines if the transaction is authorized . If 
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issuer processor ( 126 ) determines in branch ( 520 ) that the the primary ( 176 ) and secondary ( 178 ) tokens are stored as 
purchase or payment transaction is not authorized , then side - by - side tokens ( 164 ) in merchant memory ( 166 ) . In an 
process ( 500 ) proceeds to an end state ( 522 ) . In an example , example , the deleting or suspending ( 284 ) step is performed 
the end state ( 522 ) transition in process ( 500 ) includes in method ( 280 ) in response to receiving ( 282 ) the LCM 
notifying the merchant ( 108 ) and / or the cardholder ( 106 ) 5 advice from the network entity having custodial control over 
that the purchase or payment transaction is not authorized . the purchase card ( 106 ) account data ( 142 ) . In embodiments 

If issuer processor ( 126 ) determines in branch ( 520 ) that for which the deleting and / or suspending ( 284 ) step ( s ) is / are 
the purchase or payment transaction is authorized , then implemented and / or otherwise facilitated by software 
process ( 500 ) proceeds to block ( 524 ) , which is performed ( 601a ) , the merchant processor ( s ) ( 158 ) execute processor 
by the selected network ( 124 ) . In an embodiment , in branch 10 executable instructions stored in deleting ( 650 ) and / or sus 
( 520 ) , an affirmative response to the authorization request of pending ( 652 ) module ( s ) . 
block ( 516 ) includes an encrypted message . In block ( 524 ) , In an embodiment , the deleting or suspending ( 284 ) step 
processor of the selected network ( 124 ) rebuilds ( e.g. , includes deleting ( 288 ) , by the merchant processor ( 158 ) , the 
decrypts ) the message and forwards the issuer ( 120 ) primary token ( 176 ) from the merchant memory ( 166 ) . In 
response to the merchant ( 108 ) . From block ( 524 ) , process 15 embodiments for which the deleting ( 288 ) step is imple 
( 500 ) proceeds to block ( 526 ) , which is performed by mented and / or otherwise facilitated by software ( 601a ) , the 
merchant ( 108 ) . In block ( 526 ) , merchant processor ( 158 ) merchant processor ( s ) ( 158 ) execute processor - executable 
confirms the purchase or payment request and provides a instructions stored in a deleting module ( 654 ) . In the 
notification to that effect to the cardholder ( 104 ) . From block embodiment , the deleting or suspending ( 284 ) step also 
( 526 ) , process ( 500 ) proceeds to end state ( 522 ) . In an 20 includes transmitting ( 290 ) , by the merchant processor 
example , process ( 500 ) transitions from end state ( 522 ) to ( 158 ) , an LCM request to the secondary TSP processor ( 194 ) 
start state ( 502 ) iteratively for each of a plurality of purchase of the secondary TSP ( 116 ) associated with the secondary 
and / or payment transactions . In another example , a plurality token ( 178 ) . In an example , the transmitting ( 290 ) step is 
of instances of process ( 500 ) run in parallel for processing performed in method ( 280 ) in response to the deleting ( 288 ) 
a plurality of purchase and / or payment transactions simul- 25 of the primary token ( 176 ) by the merchant processor ( 158 ) . 
taneously . In embodiments for which the transmitting ( 290 ) step is 
FIG . 7 is a flow chart of a method ( e.g. , method ( 280 ) ) for implemented and / or otherwise facilitated by software 

automatically updating tokenized purchase card account ( 601a ) , the merchant processor ( s ) ( 158 ) execute processor 
data ( 142 ) of customers ( 104 ) of merchants ( 108 ) partici- executable instructions stored in a transmitting module 
pating in payment ( e.g. , debit ) networks in a networked 30 ( 656 ) . 
computing environment ( 100 ) . Referring to FIGS . 1 , 2 , and In the embodiment , the deleting or suspending ( 284 ) step 
7 , method 260 includes receiving ( 282 ) , by merchant pro- also includes receiving ( 292 ) , by the merchant processor 
cessor ( 158 ) , a life cycle management ( LCM ) advice for ( 158 ) , an LCM response from the secondary TSP processor 
purchase card ( 106 ) account data ( 142 ) of cardholder ( 104 ) ( 194 ) . In embodiments for which the receiving ( 292 ) step is 
from a network entity having custodial authority over the 35 implemented and / or otherwise facilitated by software 
purchase card ( 106 ) account data ( 142 ) . In embodiments for ( 601a ) , the merchant processor ( s ) ( 158 ) execute processor 
which the receiving ( 282 ) step is implemented and / or oth- executable instructions stored in a receiving module ( 658 ) . 
erwise facilitated by software ( 601a ) , the merchant proces- In the embodiment , the deleting or suspending ( 284 ) step 
sor ( s ) ( 158 ) execute processor - executable instructions further includes deleting ( 294 ) , by the merchant processor 
stored in a receiving module ( 644 ) . 40 ( 158 ) , the secondary token ( 178 ) from the merchant memory 

In an embodiment , the network entity having custodial ( 166 ) . In embodiments for which the deleting ( 294 ) step is 
control over the purchase card ( 106 ) account data ( 142 ) is implemented and / or otherwise facilitated by software 
the cardholder ( 104 ) . In the embodiment , the receiving ( 282 ) ( 601a ) , the merchant processor ( s ) ( 158 ) execute processor 
step of method ( 280 ) includes receiving ( 281 ) a request from executable instructions stored in a deleting module ( 660 ) . 
the cardholder ( 104 ) to delete , update , and / or otherwise 45 In an embodiment , method ( 280 ) also includes deleting 
change the purchase card ( 106 ) account data ( 142 ) in the ( 296 ) , by the merchant processor ( 158 ) , the purchase card 
customer profile ( 174 ) . In embodiments for which the ( 106 ) account data ( 142 ) from the customer profile ( 174 ) . In 
receiving ( 281 ) step is implemented and / or otherwise facili- embodiments for which the deleting ( 296 ) step is imple 
tated by software ( 601a ) , the merchant processor ( s ) ( 158 ) mented and / or otherwise facilitated by software ( 601a ) , the 
execute processor - executable instructions stored in a receiv- 50 merchant processor ( s ) ( 158 ) execute processor - executable 
ing module ( 646 ) . instructions stored in a deleting module ( 664 ) . 

In an embodiment , the network entity having custodial Method ( 280 ) includes updating ( 286 ) , by the merchant 
control over the purchase card ( 106 ) account data ( 142 ) is processor ( 158 ) , the customer profile ( 174 ) of the cardholder 
the issuer ( 120 ) of the purchase card ( 106 ) . In the embodi- ( 104 ) stored as data in the merchant memory ( 166 ) . In an 
ment , the receiving ( 282 ) step of method ( 280 ) includes 55 example , the updating ( 286 ) step is performed in method 
receiving ( 283 ) a notification of a cardholder ( 104 ) account ( 280 ) during and / or after the deleting or suspending ( 284 ) 
closure or suspension from the issuer ( 120 ) . In embodiments step ( s ) is / are performed in method ( 280 ) . In embodiments 
for which the receiving ( 283 ) step is implemented and / or for which the updating ( 284 ) step is implemented and / or 
otherwise facilitated by software ( 601a ) , the merchant pro- otherwise facilitated by software ( 601a ) , the merchant pro 
cessor ( s ) ( 158 ) execute processor - executable instructions 60 cessor ( s ) ( 158 ) execute processor - executable instructions 
stored in a receiving module ( 648 ) . stored in an updating module ( 662 ) . 
Method ( 280 ) includes deleting or suspending ( 284 ) , by FIG . 8 is a sequence diagram and flow chart of a card 

the merchant processor ( 158 ) , simultaneously stored tokens holder ( 104 ) -initiated process ( e.g. , process 800 ) for updat 
associated with the purchase card ( 106 ) account data ( 142 ) ing tokenized purchase card account data implemented by 
of the cardholder ( 104 ) from a merchant memory ( 166 ) . In 65 the method of FIG . 7 ( e.g. , method ( 280 ) ) , according to an 
an example , the simultaneously stored tokens include the embodiment of the disclosure . In a use case , process ( 800 ) 
primary ( 176 ) and secondary ( 178 ) tokens . In an example , enables cardholder ( 104 ) to delete payment credentials from 
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the respective merchant ( 108 ) profile . Process ( 800 ) begins to block ( 905 ) , which is performed by the payment network 
with a start state ( 802 ) and proceeds to block ( 804 ) , which ( 118 ) . In block ( 905 ) , payment network ( 118 ) transmits the 
is performed by cardholder ( 104 ) . In block ( 804 ) , cardholder suspend / close notification to the primary TSP ( 112 ) . From 
( 104 ) sends a request to delete , change , and / or update card block ( 905 ) , proceeds to block ( 906 ) , which is performed by 
account data ( 142 ) from his or her customer profile ( 174 ) 5 primary TSP ( 112 ) . In block ( 906 ) , primary TSP processor 
stored by the merchant ( 108 ) ( e.g. , to delete the actual PAN ( 184 ) sends an LCM advice to the merchant ( 108 ) . From 
name of their purchase card ( 106 ) ) . From block ( 804 ) , block ( 906 ) , process ( 900 ) proceeds to block ( 908 ) , which is 
process ( 800 ) proceeds to block ( 806 ) , which is performed performed by merchant ( 108 ) . In block ( 908 ) , merchant 
by merchant ( 108 ) . In block ( 806 ) , merchant processor ( 158 ) processor ( 158 ) suspends or deletes the primary token ( 176 ) 
sends a primary token ( 176 ) LCM request to the primary 10 stored in merchant memory ( 166 ) . From block ( 908 ) , pro 
TSP ( 112 ) . From block ( 806 ) , process ( 800 ) proceeds to cess ( 900 ) proceeds to block ( 910 ) , also performed by 
block ( 808 ) , which is performed by the primary TSP ( 112 ) . merchant ( 108 ) . In block ( 910 ) , merchant processor ( 158 ) 
In block ( 808 ) , primary TSP processor ( 184 ) processes the sends an LCM response to the primary TSP processor ( 184 ) . 
primary token ( 176 ) LCM request . From block ( 808 ) , pro- From block ( 910 ) , process ( 900 ) proceeds to block ( 912 ) , 
cess ( 800 ) proceeds to block ( 810 ) , also performed by 15 which is performed by the primary TSP ( 112 ) . In block 
primary TSP ( 112 ) . In block ( 810 ) , primary TSP processor ( 912 ) , primary TSP processor ( 184 ) receives the LCM 
( 184 ) sends a primary token ( 176 ) LCM response to the response from the merchant processor ( 158 ) . Also , from 
merchant ( 108 ) . block ( 910 ) , process ( 900 ) proceeds to block ( 914 ) , which is 
From block ( 810 ) , process ( 800 ) proceeds to block ( 812 ) , performed by the merchant ( 108 ) . In block ( 914 ) , merchant 

which is performed by merchant ( 108 ) . In block ( 812 ) , 20 processor ( 158 ) sends an LCM advice to the secondary TSP 
merchant processor ( 158 ) deletes the primary token ( 176 ) processor ( 194 ) . From block ( 914 ) , process ( 900 ) proceeds 
associated with cardholder / customer ( 104 ) from merchant to block ( 916 ) , which is performed by the secondary TSP 
memory ( 166 ) . From block ( 812 ) , process ( 800 ) proceeds to ( 116 ) . In block ( 916 ) , secondary TSP processor ( 194 ) pro 
block ( 814 ) , also performed by merchant ( 108 ) . In block cesses the LCM request received from the merchant pro 
( 814 ) , merchant processor ( 158 ) sends a secondary token 25 cessor ( 158 ) . From block ( 916 ) , process ( 900 ) proceeds to 
( 178 ) LCM request to the secondary TSP ( 116 ) . From block block ( 918 ) , also performed by the secondary TSP ( 116 ) . In 
( 814 ) , process ( 800 ) proceeds to block ( 816 ) , which is block ( 918 ) , secondary TSP processor ( 194 ) sends an LCM 
performed by the secondary TSP ( 116 ) . In block ( 816 ) , response to the merchant processor ( 158 ) . 
secondary TSP processor ( 194 ) processes the secondary From block ( 918 ) , process ( 900 ) proceeds to block ( 920 ) , 
token ( 178 ) LCM request . From block ( 816 ) , process ( 800 ) 30 which is performed by the merchant ( 108 ) . In block ( 920 ) , 
proceeds to block ( 818 ) , also performed by secondary TSP merchant processor ( 158 ) suspends or deletes the secondary 
( 116 ) . In block ( 818 ) , secondary TSP processor ( 194 ) sends token ( 178 ) stored in merchant memory ( 166 ) . From block 
a secondary token ( 178 ) LCM response to the merchant ( 920 ) , process ( 900 ) proceeds to block ( 922 ) , also performed 
( 108 ) . From block ( 818 ) , process ( 800 ) proceeds to block by merchant ( 108 ) . In block ( 922 ) , merchant processor ( 158 ) 
( 820 ) , which is performed by merchant ( 108 ) . In block 35 updates the customer profile ( 174 ) of the cardholder / cus 
( 820 ) , merchant processor ( 158 ) deletes the secondary token tomer ( 104 ) . From block ( 922 ) , process ( 900 ) proceeds to an 
( 178 ) associated with cardholder / customer ( 104 ) from mer- end state ( 924 ) . In an example , process ( 900 ) transitions 
chant memory ( 166 ) . From block ( 820 ) , process ( 800 ) from end state ( 924 ) to start state ( 902 ) iteratively for each 
proceeds to block ( 822 ) , also performed by merchant ( 108 ) . of a plurality of issuer ( 120 ) -initiated requests to delete , 
In block ( 822 ) , merchant processor ( 158 ) deletes the card 40 change , and / or update card account data ( 142 ) from respec 
account data ( 142 ) from the customer profile ( 174 ) of the tive customer profiles ( 174 ) . In another example , a plurality 
cardholder / customer ( 104 ) . From block ( 822 ) , process ( 800 ) of instances of process ( 900 ) run in parallel for simultane 
proceeds to an end state ( 824 ) . In an example , process ( 800 ) ously processing a plurality of issuer ( 120 ) -initiated requests 
transitions from end state ( 522 ) to start state ( 502 ) iteratively to delete , change , and / or update card account data ( 142 ) 
for each of a plurality of cardholder ( 104 ) -initiated requests 45 from respective customer profiles ( 174 ) . 
to delete , change , and / or update card account data ( 142 ) FIG . 10 is a sequence diagram and flow chart of an issuer 
from respective customer profiles ( 174 ) . In another example , ( 120 ) -initiated process ( e.g. , process ( 1000 ) ) for updating 
a plurality of instances of process ( 800 ) run in parallel for tokenized purchase card ( 106 ) account data ( 142 ) , according 
simultaneously processing a plurality of cardholder ( 104 )- to another embodiment of the disclosure . Process ( 1000 ) 
initiated requests to delete , change , and / or update card 50 begins with a start state ( 1002 ) and proceeds to block ( 1004 ) , 
account data ( 142 ) from respective customer profiles ( 174 ) . which is performed by issuer ( 120 ) . In block ( 1004 ) , issuer 
FIG . 9 is a sequence diagram and flow chart of an issuer ( 120 ) sends at least one change of state file ( 154 ) to the DN 

( 120 ) -initiated process ( e.g. , process ( 900 ) ) for updating account updater ( 132 ) . From block ( 1004 ) , process ( 1000 ) 
tokenized purchase card ( 106 ) account data ( 142 ) imple- proceeds to block ( 1006 ) , which is performed by the DN 
mented by the method of FIG . 7 ( e.g. , method ( 280 ) ) , 55 account updater ( 132 ) . In block ( 1006 ) , DN account updater 
according to an embodiment of the disclosure . In a use case , processor ( 156 ) receives the change of state file ( s ) ( 154 ) . In 
process ( 900 ) enables issuer ( 120 ) to notify token service an example , upon receipt of the change of state file ( s ) ( 154 ) , 
providers ( 112 and / or 116 ) of account closure or change ( s ) DN account updater processor ( 156 ) stores the change of 
to actual card ( 106 ) PAN and expiration date . Process ( 900 ) state file ( s ) in a DN account updater database . From block 
begins with a start state ( 902 ) and proceeds to block ( 903 ) , 60 ( 1006 ) , process ( 1000 ) proceeds to logic branch ( 1008 ) , 
which is performed by issuer ( 120 ) . In block ( 903 ) , issuer which is performed by the secondary TSP ( 116 ) . In branch 
( 120 ) suspends or deletes the account of the cardholder ( 1008 ) , secondary TSP processor ( 194 ) determines , based on 
( 104 ) associated with the purchase card ( 106 ) . From block the change of state file ( s ) ( 154 ) received in block ( 1006 ) , if 
( 903 ) , process ( 900 ) proceeds to block ( 904 ) , which is the cardholder's ( 104 ) account with issuer ( 120 ) is closed or 
performed by the payment network ( 118 ) . In block ( 904 ) , 65 suspended . In an example , secondary TSP processor ( 194 ) 
payment network ( 118 ) receives a suspend / close notification performs logic branch ( 1008 ) operations on a periodic basis 
from issuer ( 120 ) . From block ( 904 ) , process ( 900 ) proceeds to check if a cardholder account ( 104 ) is closed or suspended 
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( e.g. , at user - predetermined intervals of time ) . If secondary memory ( 166 ) and the secondary TSP memory ( 140 ) . In the 
TSP processor ( 194 ) determines in branch ( 1008 ) that the embodiment , the processors ( 158 and 194 ) and the memory 
cardholder's ( 104 ) account with issuer ( 120 ) is not closed or devices ( 166 and 140 ) utilize respective network interfaces 
is not suspended , then process ( 1000 ) proceeds to an end ( 612 ) to communicate with each over network ( 114 ) for 
state ( 1010 ) . cooperatively implementing , performing , and / or otherwise 

If secondary TSP processor ( 194 ) determines in branch facilitating the above - described systems , methods , and pro ( 1008 ) that the cardholder's ( 104 ) account with issuer ( 120 ) cesses , as shown and described above with reference to is closed or suspended , then process ( 1000 ) proceeds to FIGS . 1-10 ) . block ( 1012 ) , also performed by secondary TSP ( 116 ) . In The use of the terms " a " and " an " and " the " and " at least 
block ( 1012 ) , secondary TSP processor ( 194 ) sends an LCM 10 one ” and similar referents in the context of describing the advice to the merchant ( 108 ) . From block ( 1012 ) , process 
( 1000 ) proceeds to block ( 1014 ) , which is performed by invention ( especially in the context of the following claims ) 
merchant ( 108 ) . In block ( 1014 ) , merchant processor ( 158 ) are to be construed to cover both the singular and the plural , 
suspends or deletes the secondary token ( 176 ) stored in unless otherwise indicated herein or clearly contradicted by 
merchant memory ( 166 ) . context . The use of the term “ at least one ” followed by a list 
From block ( 1014 ) , process ( 1000 ) proceeds to block of one or more items ( for example , " at least one of A and B ” ) 

( 1016 ) , also performed by merchant processor ( 158 ) . In is to be construed to mean one item selected from the listed 
block ( 1016 ) , merchant processor ( 158 ) sends an LCM items ( A or B ) or any combination of two or more of the 
response to the DN account updater processor ( 156 ) . From listed items ( A and B ) , unless otherwise indicated herein or 
block ( 1016 ) , process ( 1000 ) proceeds to block ( 1018 ) , 20 clearly contradicted by context . The terms " comprising , ” 
which is performed by secondary TSP ( 116 ) . In block “ having , ” “ including , ” and “ containing ” are to be construed 
( 1018 ) , secondary TSP processor ( 194 ) receives the LCM as open - ended terms ( i.e. , meaning " including , but not 
response from the merchant processor ( 158 ) . Also , from limited to , " ) unless otherwise noted . Recitation of ranges of 
block ( 1014 ) , process ( 1000 ) proceeds to block ( 1020 ) , values herein are merely intended to serve as a shorthand 
which is performed by the merchant ( 108 ) . In block ( 1020 ) , 25 method of referring individually to each separate value 
merchant processor ( 158 ) updates the cardholder's ( 104 ) falling within the range , unless otherwise indicated herein , 
customer profile ( 174 ) , including his or her card account and each separate value is incorporated into the specification 
data ( 142 ) , stored in the merchant memory ( 166 ) . From as if it were individually recited herein . All methods 
block ( 1020 ) , process ( 1000 ) proceeds to the end state described herein can be performed in any suitable order 
( 1010 ) . In an example , process ( 1000 ) transitions from end 30 unless otherwise indicated herein or otherwise clearly con 
state ( 1010 ) to start state ( 1002 ) iteratively for each of a tradicted by context . The use of any and all examples , or 
plurality of issuer ( 120 ) -initiated change of state file ( 154 ) exemplary language ( e.g. , " such as " ) provided herein , is 
transmissions . In another example , a plurality of instances of intended merely to better illuminate the invention and does 
process ( 1000 ) run in parallel for simultaneously processing not pose a limitation on the scope of the invention unless 
a plurality of issuer ( 120 ) -initiated transmissions of change 35 otherwise claimed . No language in the specification should 
of state file ( s ) ( 154 ) . be construed as indicating any non - claimed element as 
FIG . 11 is a block diagram of a processing system ( 603 ) essential to the practice of the invention . 

for implementing the disclosed systems , methods , and soft Preferred embodiments of this invention are described 
ware , according to an embodiment of the disclosure . The herein , including the best mode known to the inventors for 
processing system ( 603 ) includes at least one processor 40 carrying out the invention . Variations of those preferred 
( 604 ) , including , for example and without limitation , a embodiments may become apparent to those of ordinary 
central processing unit ( CPU ) , which executes computer skill in the art upon reading the foregoing description . The 
executable instructions including embodiments of the sys inventors ect skilled artisans to employ such variations 
tem for performing the functions and methods described as appropriate , and the inventors intend for the invention to 
above . In some embodiments , the computer - executable 45 be practiced otherwise than as specifically described herein . 
instructions are locally stored and accessed from a non Accordingly , this invention includes all modifications and 
transitory computer readable medium , such as storage ( 610 ) , equivalents of the subject matter recited in the claims 
which may be a hard drive or flash drive . Read Only appended hereto as permitted by applicable law . Moreover , 
Memory ( ROM ) ( 606 ) includes computer executable any combination of the above - described elements in all 
instructions for initializing the processor ( 604 ) , while the 50 possible variations thereof is encompassed by the invention 
random - access memory ( RAM ) ( 608 ) is the main memory unless otherwise indicated herein or otherwise clearly con 
for loading and processing instructions executed by the tradicted by context . 
processor ( 604 ) . The network interface ( 612 ) may connect to 
a wired network or cellular network and to a local area What is claimed is : 
network or wide area network , such as the Internet . Proces- 55 1. A computing system associated with a merchant , the 
sor ( s ) ( 604 ) , ROM ( 606 ) , RAM ( 608 ) , storage ( 610 ) , and computing system comprising : 
network interface ( 612 ) may communicate with one another a network interface for communicating over one or more 
and / or with the network via a bus ( 614 ) . data networks with ( i ) client devices associated with 

In an embodiment , the at least one processor ( 604 ) cardholders and ( ii ) computing systems associated with 
includes a plurality of processors 604. In the embodiment , 60 token service providers ( TSPs ) ; 
the plurality of processors ( 604 ) include the merchant pro- one or more processors ; 
cessor ( s ) ( 158 ) and the secondary TSP processor ( s ) ( 194 ) . one or more non - transitory computer - readable mediums ; 
Similarly , in the embodiment , storage ( 610 ) includes a and 
plurality of memory devices . In the embodiment , the plu- program instructions stored on the one or more non 
rality of memory devices includes at least one instance of the 65 transitory computer - readable mediums that are execut 
non - transitory computer readable medium . In the embodi- able by the one or more processors to cause the 
ment , the plurality of memory devices include the merchant computing system to perform functions comprising : 
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receiving , via the network interface from a client device ment network comprises a payment network associated with 
associated with a cardholder , card account data of a the stored secondary network - based token . 
purchase card issued to the cardholder ; 8. The computing system of claim 1 , further comprising 

determining that the card account data includes a program instructions stored on the one or more non - transi 
multi - token enabled bank identification number 5 tory computer - readable mediums that are executable by the 
( BIN ) ; one or more processors to cause the computing system to 

in response to determining that the card account data perform functions comprising : 
includes the multi - token enabled BIN , requesting , after transmitting the authorization request for the given 
via the network interface from a first computing network - based financial transaction , receiving , from 
system associated with a first TSP , a primary net the given payment network , a confirmation for the 
work - based token associated with a front - of - card given network - based financial transaction . 

9. The computing system of claim 1 , further comprising brand of the purchase card , wherein the primary 
network - based token comprises a first computer program instructions stored on the one or more non - transi 
generated identifier of the purchase card that is to be 15 one or more processors to cause the computing system to tory computer - readable mediums that are executable by the 
utilized in place of a primary account number ( PAN ) perform functions comprising : 
when processing network - based financial transac before selecting the one of the stored primary network 
tions involving the cardholder ; based token or the stored secondary network - based 

receiving , via the network interface from the first token to use for the given network - based financial 
computing system associated with the first TSP , the 20 transaction , determining the network routing prefer 
primary network - based token ; ences based on transaction cost information . 

storing the primary network - based token in the one or 10. The computing system of claim 1 , wherein the given 
more non - transitory computer - readable mediums ; network - based financial transaction comprises a purchase or 

transmitting , via the network interface to a second payment transaction . 
computing system associated with a second TSP , a 25 11. The computing system of claim 1 , wherein storing the 
request for a secondary network - based token , secondary network - based token in the one or more non 
wherein the secondary network - based token com- transitory computer - readable mediums comprises storing 
prises a second computer - generated identifier of the the secondary network - based token side - by - side with the 
purchase card that is to be utilized in place of the primary network - based token . 
PAN when processing network - based financial trans- 30 12. A non - transitory computer - readable medium , wherein 
actions involving the cardholder ; the non - transitory computer - readable medium is provi 

receiving , via the network interface from the second sioned with program instructions that , when executed by at 
computing system associated with the second SP , least one processor , cause a computing system associated 
the secondary network - based token ; with a merchant to : 

storing the secondary network - based token in the one 35 receive , from a client device associated with a cardholder , 
or more non - transitory computer - readable mediums ; card account data of a purchase card issued to the 

based on network routing preferences , selecting one of cardholder ; 
the stored primary network - based token or the stored determine that the card account data includes a multi 
secondary network - based token to use for a given token enabled bank identification number ( BIN ) ; 
network - based financial transaction involving the 40 in response to determining that the card account data 
cardholder ; and includes the multi - token enabled BIN , request , from a 

transmitting , via the network interface to a given pay- first computing system associated with a first token 
ment network , an authorization request for the given service provider ( TSP ) , a primary network - based token 
network - based financial transaction that comprises associated with a front - of - card brand of the purchase 
the selected one of the stored primary network - based 45 card , wherein the primary network - based token com 
token or the stored secondary network - based token . prises a first computer - generated identifier of the pur 

2. The computing system of claim 1 , wherein the second chase card that is to be utilized in place of a primary 
TSP is associated with a back - of - card brand of the purchase account number ( PAN ) when processing network 
card . based financial transactions involving the cardholder ; 

3. The method computing system of claim 1 , wherein the 50 receive , from the first computing system associated with 
purchase card is a debit card . the first TSP , the primary network - based token ; 

4. The method computing system of claim 1 , wherein the store the primary network - based token at the computing 
first TSP is associated with a payment network for the system ; 
front - of - card brand . transmit , to a second computing system associated with a 

5. The computing system of claim 2 , wherein the second 55 second TSP , a request for a secondary network - based 
TSP is associated with a payment network for the back - of- token , wherein the secondary network - based token 
card brand . comprises a second computer - generated identifier of 

6. The computing system of claim 1 , wherein the selected the purchase card that is to be utilized in place of the 
one of the stored primary network - based token or the stored PAN when processing network - based financial trans 
secondary network - based token comprises the stored pri- 60 actions involving the cardholder ; 
mary network - based token , and wherein the given payment receive , from the second computing system associated 
network comprises a payment network associated with the with the second TSP , the secondary network - based 
stored primary network - based token . token ; 

7. The computing system of claim 1 , wherein the selected store the secondary network - based token at the computing 
one of the stored primary network - based token or the stored 65 system ; 
secondary network - based token comprises the stored sec- based on network routing preferences , select one of the 
ondary network - based token , and wherein the given pay stored primary network - based token or the stored sec 
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ondary network - based token to use for a given net- token in the one or more non - transitory computer - readable 
work - based financial transaction involving the card- mediums comprises storing the secondary network - based 
holder ; and token side - by - side with the primary network - based token . 

transmit , to a given payment network , an authorization 20. A method carried out by a computing system associ 
request for the given network - based financial transac- 5 ated with a merchant , the method comprising : 
tion that comprises the selected one of the stored receiving , from a client device associated with a card 
primary network - based token or the stored secondary holder , card account data of a purchase card issued to 
network - based token . the cardholder ; 

13. The non - transitory computer - readable medium of determining that the card account data includes a multi 
claim 12 , wherein the second TSP is associated with a 10 token enabled bank identification number ( BIN ) ; 
back - of - card brand of the purchase card . in response to determining that the card account data 

14. The non - transitory computer - readable medium of includes the multi - token enabled BIN , requesting , from 
claim 12 , wherein the selected one of the stored primary a first computing system associated with a first token 
network - based token or the stored secondary network - based service provider ( TSP ) , a primary network - based token 
token comprises the stored primary network - based token , 15 associated with a front - of - card brand of the purchase 
and wherein the given payment network comprises a pay card , wherein the primary network - based token com 
ment network associated with the stored primary network prises a first computer - generated identifier of the pur 

chase card that is to be utilized in place of a primary based token . 
15. The non - transitory computer - readable medium of account number ( PAN ) when processing network 

claim 1 , wherein the selected one of the stored primary 20 based financial transactions involving the cardholder ; 
network - based token or the stored secondary network - based receiving , from the first computing system associated 
token comprises the stored secondary network - based token , with the first TSP , the primary network - based token ; 
and wherein the given payment network comprises a pay storing the primary network - based token at the computing 
ment network associated with the stored secondary network system ; 
based token . transmitting , to a second computing system associated 

16. The non - transitory computer - readable medium of with a second TSP , a request for a secondary network 
claim 12 , wherein the program instructions , when executed based token , wherein the secondary network - based 
by the at least one processor , further cause the computing token comprises a second computer - generated identi 

fier of the purchase card that is to be utilized in place system to : 
after transmitting the authorization request for the given 30 of the PAN when processing network - based financial 

network - based financial transaction , receive , from the transactions involving the cardholder ; 
given payment network , a confirmation for the given receiving , from the second computing system associated 
network - based financial transaction . with the second TSP , the secondary network - based 

token ; 17. The non - transitory computer - readable medium of 
claim 12 , wherein the program instructions , when executed 35 storing the secondary network - based token at the com 
by the at least one processor , further cause the computing puting system ; 

based on network routing preferences , selecting one of the system to : 
before selecting the one of the stored primary network stored primary network - based token or the stored sec 

based token or the stored secondary network - based ondary network - based token to use for a given net 
token to use for the given network - based financial 40 work - based financial transaction involving the card 

holder , and transaction , determine the network routing preferences 
based on transaction cost information . transmitting , to a given payment network , an authoriza 

18. The non - transitory computer - readable medium of tion request for the given network- based financial 
claim 12 , wherein the given network - based financial trans transaction that comprises the selected one of the stored 
action comprises a purchase or payment transaction . primary network - based token or the stored secondary 

network - based token . 19. The non - transitory computer - readable medium of 
claim 12 , wherein storing the secondary network - based 
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